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Version Summary

ScreenOS 6.3.0 firmware can be installed on the following products: Secure Services
Gateway (SSG) 5,SSG 20, SSG 140, SSG 320M/350M, SSG 520/520M, SSG 550/550M,
Integrated Services Gateway (ISG) 1000, ISG 1000-IDP, ISG 2000, ISG 2000-IDP, and
NetScreen-5000 series with the NS 5000-MGT2/SPM2 and NS 5000-MGT3/5PM3.

This release incorporates bug fixes from ScreenOS maintenance releases up to 6.3.0r14,
6.3.0r13, 6.3.0r12, 6.3.0r11, 6.3.0r10, 6.3.0r9, 6.3.0r7, 6.3.0r6, 6.3.0r5, 6.3.0r4, 6.2.0r15,
6.1.0r7,6.0.0r8, and 5.4.0r26.

NOTE:

« If you are using an SSG 500-series device and an SSG 500M-series device
in a NetScreen Redundancy Protocol (NSRP) environment, all devices
must be running ScreenOS 6.0.0r1 or later.

« NSRP clusters require the use of the same hardware products within a
cluster. Do not mix different product models in NSRP deployments. The
exception to this rule is SSG 500-series and 500M-series devices, which
can be used together in a cluster.

New Features and Enhancements

The following sections describe new features and enhancements available in the
ScreenOS 6.3.0 release.

i

NOTE: You must register your product at http://support.juniper.net to activate
licensed features such as antivirus (AV), deep inspection (Dl), and virtual
systems (vsys) on the device. To register your product, you need the model
and serial numbers of the device. At the support page:

. If you already have an account, enter your user ID and password.

- If you are a new Juniper Networks customer, first create an account, then
enter your ID and password.

After registering your product, confirm that your device has Internet
connectivity. Use the exec license-key update all command to connect the
device to the Juniper Networks server and activate your desired features.

New Software Features and Enhancements Introduced in 6.3.0

The following sections describe the new features introduced in the ScreenOS 6.3.0

release.
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New Features and Enhancements

Authentication

. User Authentication—Beginning with ScreenOS 6.3.0, the Juniper Networks security
device supports authentication redirection for HTTP traffic that is directed to a
nonstandard destination port.

Antivirus (AV) and Web Filtering

« Sophos Anti-Spam to replace Symantec Anti-Spam—Beginning mid-September
20009, Sophos Anti-Spam service will be made available to the ScreenOS-based
products; SSG, and ISG. The Sophos Anti-Spam service will replace the Symantec
Anti-Spam.

There will be noimpact to customers running any version of ScreenOS. No configuration
changes are required. The redirection to Sophos servers will be automatic and
transparent to the end-user. The security devices will be pointed to the Sophos servers.

« Antispam—Beginning with ScreenOS 6.2.0, Antispam enhancement inspects the
parameters in the received email header.

« Juniper Full Antivirus Database—Beginning with ScreenOS 6.3.0, Kaspersky Lab
supports only a single antivirus database known as Juniper Full Antivirus Database.
The existing databases such as extended, itw and standard are removed.

« Virus Description and Alert Message—If the data sent in FTP or HTTP Traffic contains
avirus, the security device replaces the data with a warning message or drops the data.
In both cases, a message with a URL link that describes the virus is logged.

For SMTP, IMAP and POP3 Traffic, the security device in addition to the above, changes
the content type to text/plain, replaces the body of the message with a notice and a
URL link that describes the virus, sends it to the appropriate recipient, and notifies the
sender.

« Web Filtering Whitelists and Blacklists Without a License—Web filtering supports
the following features even if the license key is not installed or has expired:

- Define Web-filtering profiles and bind them to policies
- Retrieve category information for HTTP requests
- Define static whitelist and blacklist categories

- Check cache for categories

0 NOTE: The device does not support checking the cache for categories
if the key is not installed, but it does support this check if the key is
expired.

- Integrated Web Filtering Based on Group Membership—In the previous release, the
URL filter profile was bound to policy. Beginning with ScreenOS 6.3.0 release, the
administrator can bind the profile to user group. The Web Filtering (WF) Manager
extracts the URL from the request and identifies the username and user group

Copyright © 2014, Juniper Networks, Inc. 9
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associated with the IP address. If the user belongs to multiple user groups, the WF
Manager binds the profile with the user group that has highest priority. Then, the WF
Manager identifies the category of the URL and permits or blocks the request
accordingly. User groups can be prioritized.

« Increased Number of Web-Filtering Profiles on SSG 500—series—For integrated Web

filtering, the number of customer-defined profiles for SSG 550 and SSG 520 devices
is increased to 300 profiles from 50 (SSG 550) and 25 (SSG 520).

Border Gateway Protocol (BGP)

. Redistributing Routes in BGP—For each virtual router (VR), BGP can support up to

17000 redistributable routes. The increase in redistributable routes in BGP to 17000
applies to the NetScreen-5000 platforms only.

. Display Format of BGP Community Lists—Beginning with ScreenOS 6.3.0, the

configuration file displays the BGP community lists in a new AA NN format, where AA
identifies autonomous system and NN identifies community. This new format is in
compliance with RFC-1997.

CLI

o X-in-ip

set envar x-in-ip

X-in-ip In [ISG-1000 and ISG-2000] devices, Protocol 97 forwards traffic through
CPU and not hardware, causing high CPU. To allow the unknown protocols
like Protocol 97, use the following command: set envar x-in-ip=yes

Use unset command to disable envar.

Example: The following command allows the unknown protocols like Protocol 97 on
the device:

set envar x-in-ip=yes

reset

Device Management

. Enabling Syslog on Backup Devices—Backup devices in an Active/Passive NSRP
configuration can now send all syslog messages to the syslog server, allowing an
administrator to effectively monitor the backup devices. By default, this feature is
disabled.

. Simple Network Management Protocol Version 3 (SNMPv3)— ScreenOS 6.3.0
supports SNMPv3 framework. System status data can be collected securely from the
device without the data being tampered with and corrupted. The SNMPv3 USM allows
ScreenOS to encrypt the confidential information to prevent the contents from being
exposed on the network. The SNMPv3 VACM provides a configurable access control
model for easy administration.
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« Interface Administrative Status—ScreenOS 6.3.0 supports a command for setting
an interface administrative status to the down state. By default, the administrative
status of an interface is set as up. The administrator can disable the administrative
status of an interface with the CLI:

set interface xx disable

« Increased Number of Hosts per SNMP Community—Beginning with the ScreenOS
6.3.0 release, you can configure 64 hosts per SNMP community. In earlier releases of
ScreenOS, this value was limited to no more than 40 hosts per SNMP community.

« Include Device Serial Number in Log Messages—Beginning with the ScreenOS 6.3.0
release, for system logs, the device serial number is used as a unique device identifier
within the logs.

. VLANTI Interface to Support DHCP and AUTO Configuration—Beginning with the
ScreenOS 6.3.0 release, the VLANT interface of a device in transparent mode supports
the DHCP client and AUTO CONFIG features.

. Loading Configuration from USB—When the SSG device initializes, and if the
administrator has configured envar properly, then ScreenOS can check if the USB
device is connected to the port and loads the configuration file usb: auto_config.txt (if
the file is stored in the USB device).

Dynamic Host Control Protocol (DHCP)

« DHCP support—The maximum number of DHCP relay agents supported is enhanced
from 3 to 4.

Internet Protocol Security (IPsec)

« AC VPN Enhancements—ScreenOS 6.3.0 supports dual-hub Auto Connect virtual
private network (AC-VPN) where one hub remains active, passing the traffic from one
spoke to another spoke until a dynamic VPN tunnel is established. The hub with the
highest routing instance priority becomes the active one. The spokes use the VPN
monitoring feature to check the status of the hubs. When the hub acting as a primary
fails, the dynamic tunnel and its associated NHRP routing instance are removed at
both the spokes. Traffic begins to pass through the other hub, which creates a new
dynamic tunnel. If the failed hub comes back, the spokes choose this hub again because
of the priority setting. However, the traffic continues to flow through the newly created
dynamic tunnel until the other fails.

. Support for Multiple Proxy IDs Over Route-Based VPN—ScreenOS 6.3.0 supports
multiple proxy IDs on a route-based VPN. If multiple tunnels exist between peers, the
security device uses proxy IDs to route the traffic through a particular tunnel. For each
proxy ID, a specific tunnel and Phase 2 SA are associated. When traffic matching a
proxy ID arrives, the security device does a proxy-ID check to route that traffic. If multiple
proxy IDs are defined for a route-based VPN, a proxy ID check is always performed,
evenifitis disabled. In a hub-and-spoke topology, proxy IDs should be defined for both
hub-to-spoke and spoke-to-spoke configurations.

. DPD Enhancement—ScreenOS 6.3.0 provides a DPD enhancement that allows the
dead peer to failover the tunnel to another VPN group member with the second highest
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weight. It uses the DPD reconnect parameter to renegotiate the tunnel with the dead
peer at specific intervals. If the tunnel is successfully renegotiated, the tunnel fails back
to the first member.

« Elliptical Curve Diffie-Hellman Key Arrangement—ScreenOS 6.3.0 supports elliptical
curve Diffie-Hellman (ECDH) groups 19 and 20 for Internet Key Exchange version 1
(IKEV1) key exchange. ECDH uses elliptical curve cryptography to generate public-private
key pair. The module sizes of DH groups 19 and 20 are 256 bits and 384 bits ECDH
prime curves, respectively.

« Support Authentication Header Transport Mode—[ISG 1000/2000, NS 5200/5400
M2/SPM2,NS 5200/5400 M3/5PM3] ScreenOS 6.3.0 supports authentication header
(AH) transport mode on high-end systems for IPv4 packets only. This feature does not
work if IPv6 is enabled in the system environment.

« |IKEv2 Configuration Payload (CP) and Dial-up Support—Support for IKEv2
configuration payload (CP) for dynamic end points and IKEv2 dial-up group user VPN
is available in this release. For details on the implementation, refer to the Concepts &
Examples ScreenOS 6.3.0 Reference Guide.

Internet Protocol Version 6 (IPv6)

« Support OSPFv3 for IPv6 —Beginning ScreenOS 6.3.0, Juniper Networks security
device supports OSPFv3 for IPv6. Most configuration and operational commands
function essentially the same as in OSPFv2.

OSPFv3 does not support the following features:

- NBMA link and neighbor authentication
- Demand Circuit and NSSA

- Multiple instances per link.

OSPFv3issupported across all platforms. However, advanced mode license is required
to run it on the following devices:

- 1SG1000
- ISG1000 with SM
- 1SG2000
- 1SG2000 with SM

. Command to Inhibit AAAA Requests Over IPv4—ScreenOS 6.3.0 provides an option
to enable or disable the Network Address Translation-Port Translation Domain Name
System Application Layer Gateway (NAT-PT DNS ALG) to modify DNS requests
received from the IPv6 domain. Besides translating the addresses for transmitted DNS
requests, the NAT-PT DNS ALG also modifies the DNS request before forwarding it to
another domain that has only IPv4 addresses. By default, this option is disabled.

« |Pv6 Prefix and DNS Information Update—ScreenOS 6.3.0 supports dynamic IPv6
prefix and DNS information update from the upstream DHCPv6 server. A CPE router
acting as a DHCPv6 and PPPoE client negotiates IPv6 prefixes and DNS information
for the downstream DHCPV6 server on the other interface of the same CPE router. If
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the connection between the CPE router and the upstream DHCPV6 server is
disconnected and then re-established, the CPE router updates the newly learned IPv6
prefix and DNS information dynamically on the downstream DHCPvV6 server without
waiting for the delegated prefix to expire.

« SIBR IPv6 Support—Beginning with ScreenOS 6.3.0r13, the Source Interface-Based
Routing (SIBR) feature supports IPv6 SIBR tables. When SIBR is enabled in a virtual
router (VR), the security device performs route lookup in an SIBR routing table. The
configuration of this feature remains the same, except for the fact that the interface
gateway cannot be used as a next-hop if the IPv6 gateway parameter is not specified.

The CLI command is updated as:set vrouter <vr_name> route source in-interface
<interface_name> <IPVX_addrl/mask> interface <interface_name> gateway
<IPVX_addr2>

« Client-to-Site IPv6 VPN Support—Beginning with ScreenOS 6.3.0r13, configuring IPv6
addresses from a server to a client is now supported with IPv6 IP pools. A new command
has been introduced:set ippool [ippool name]<ipv6 address> <ipv6 address>.

ISG-IDP Diagnostic Improvements

« IPv6 Full Support on ISG-IDP—Beginning with ScreenOS 6.3.0, ISG Security Module
provides IPv6 support for the following features: packet capture and packet logs for
IPV6 traffic; configure header match information for IPv6 traffic and ICMPv6 messages;
IPv6 traceroute anomaly; IPv6 log messages in the NSM log viewer.

. ISG-IDP Means to Identify the Secure Module (SM) Used by a Session—Beginning
with ScreenOS 6.3.0, users can identify which SM card and CPU a session is using. It
is possible to filter the session table output with the CLI command get session sm-slot
slot-id sm-cpu cpu-no.

. Command for Displaying CPU Usage on SM—Beginning with ScreenOS 6.3.0, users
can enable the security device to calculate the CPU usage of the ISG Security Module
for the last 60 seconds, last 60 minutes, and last 24 hours by using the
sc_enable_cpu_usage parameter.

« Transfer Core Dump to the Management Module Flash or Compact Flash—Beginning
with ScreenOS 6.3.0, users can transfer the core dump files from the RAM disk of the
ISG Security Module to the flash memory of the management module using the CLI
command set sm-ctx coresave.

« SNMP Trap and Event Log Entries for ISG with IDP—From ScreenQOS 6.3.0, ISG Security
Module supports generating log messages and SNMP Traps when CPU usage, memory
usage, and session count per IDP security module exceeds the user-defined threshold.
The device also generates messages when it detects an IDP security module failure.

6 NOTE: The user-defined threshold value is not stored in NSM. The value
is reset to the default once the system reboots.

- Inspection of Multicast traffic by IDP Security Module—Beginning with ScreenOS
6.3.0, users can enable ISG Security Module to inspect multicast traffic by using the
CLI command set flow multicast idp.
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0 NOTE: Formulticast trafficinspection, all outgoing interfaces should belong
to the same zone.

« UAC Integration with Role-Based IDP Policy—From ScreenOS 6.3.0, ISG Security
Module can support role-based IDP policy. Administrators can configure the security
device to inspect traffic using either user roles or source IPs. When user-role-based
IDP inspection is selected, the security device starts checking user-role-based policies
first; if a match is not found, only then the security device searches for IP-based rules.
This feature requires UAC deployment and role information is provided by Infranet
Controller.

Network Address Translation (NAT)

« Enhancement to IKE and ESP Passthrough Traffic—Beginning with ScreenOS 6.3.0,
Network Address Translation (NAT) supports both NAT-Traversal and
Non-NAT-Traversal IKE and IPsec passthrough traffic. The Application Layer Gateway
(ALG) is enabled to support interface NAT and IKE DIP pool NAT.

« Support for More Than 62946 Sessions per IP in a DIP Pool —\When the security
device performs NAT-src with a DIP pool containing an IP address range with PAT
enabled, each DIP:DPort pair can only be assigned to one session. Beginning with
ScreenOS 6.3.0, you can enable DIP to support multiple sessions per DIP:DPort. The
DIP pool supports multiple session per DIP:DPort only if two packets have different
destination IP addresses. After configuring the DIP pool scale size, every IP address
contains multiple port pools that consist of all available ports for an IP address. Every
IP can support up to scale-size* 62463 sessions.

The maximum scale size for an interface cannot exceed the DIP scale size value
specified in the vsys profile.

. TCP Session Close Notification—ScreenOS sends a TCP session close notification
ACK message to both the client and the server when a session is being closed.

To enable a policy to send TCP session close notification, complete the following
prerequisites:
- You must enable TCP SYN checking and TCP reset options in both the client and

the server zones.

- You must enable TCP sequence check only for ISG1000/2000 and NS 5200/5400.

. Creating a Session Cache to Accelerate HTTP Traffic—Beginning with ScreenOS
6.3.0, you can create a session cache for HTTP-based protocols to minimize CPU
utilization and to enhance performance. A session cache is a special structure that
caches all the reusable information of both software and hardware sessions created
by the first connection of an HTTP session bundle.

A session cache supports other traffic but does not ensure performance enhancement.

You cannot create a session cache for the following conditions:

- When the session is synched from another security device.
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- When the session is created by an Application Layer Gateway (ALG).

. Importing Traffic to the Correct VSI by Proxy ARP—The administrator can enable
importation of traffic to the correct VSI by setting the proxy ARP entry. Upon adding a
proxy ARP entry on an interface, ScreenOS imports the traffic that is destined to the
IP range using this interface.

You can use the CLI command proxy-arp-entry or WebUI Network > Interface > Edit>
Proxy ARP Entries to set the proxy ARP entry.

. NAT-Dst Port Shift using VIP—Using the port-range VIP entry, a range of ports can be
mapped between Virtual IP and Real Server IP.

NetScreen Redundancy Protocol (NSRP)

. Add More Detail to the Output of get nsrp—The output of the get nsrp vsd-group
command includes a new column; the uptime column for VSD group or myself uptime
column for current security device denotes the duration in the primary or backup state.

Other

. Hot Patch Management—Beginning with ScreenOS 6.3.0, the hot patch enables
injecting the customer service patch into the running image without rebooting the
security device. The hot patch as debug patch provides for easier debugging.

The ScreenOS hot patch management component runs on the security device and
performs the following functions:

- Loads the hot patch file from TFTP to flash memory
- Removes the hot patch file from flash memory

- Maintains the patch finite state machine (FSM)

« CacheRecently Used Route and ARP Entries—Beginning with ScreenOS 6.3.0, Juniper
Networks security device allows the user to cache recently used route and ARP entries
for destination routes by using the set flow route-cache command. This feature does
not work if ECMP is enabled.

« Ability to Add exec and save Commands to Scripting Tool—Beginning with ScreenOS
6.3.0 release, the ScreenOS scripting tool supports the exec and save commands.
These commands are visible in the script context record. The parser identifies these
commands in the script record context and saves them into the script. This
enhancement enables the user to execute commands that facilitate troubleshooting.

. Timeout for Track IP—Beginning with ScreenOS 6.3.0, the user can set the maximum
timeout value for track IP.

. Boot with Default Gateway IP—The new ScreenOS boot loader allows you to define
a default gateway IP, then user can download image from a remote TFTP server.

. ldentifying Gigabit Interface—Beginning with ScreenOS 6.3.0, users can identify the
type of gigabit interface using the CLI command get interface interface-name.
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. Boot Loader for SSG and Boot ROM Version for ISG or NetScreen—5000 series
Displayed in CLI—Beginning with ScreenOS 6.3.0, you can view the boot loader for an
SSG device and boot ROM version for ISG or NetScreen—5000 device using the get
system command.

Example1:

ssg20-> get system
BOOT Loader Version: 1.3.2

Example 2:

nsisg2000-> get system
BOOT ROM Version: 1.1.0

« WELF Log Format Enhancement—Beginning with ScreenOS 6.3.0, enhancements
have been made to the event log, traffic log and IDP log formats to follow the WELF
log regulation. If backup for the logs is enabled, logs can be sent to a maximum of four
Webtrends servers. TCP or UDP transport protocol can be used for communication.
IP connections can be manually reset. The following log types must be sent along with
the appropriate heading prefix:

- Configuration log [Config Change]
- URL Filter Detection [URL filtering]
- AntiVirus Detection [AntiVirus]

- Antispam Detection [AntiSpam]

- IPS/DI Detection [IPS/DI]

- Screen Attack [Attack]

« SCTP Protocol Filtering—Beginning with ScreenOS 6.3.0, the existing Stream Control
Transmission Protocol (SCTP) stateful firewall supports protocol filtering. You can
configure the security device to permit or deny traffic based on the SCTP Payload
Protocol and M3UA Service Indicator. The Payload Protocol identifies the type of data
being carried out by the SCTP data chunk, the M3UA Service Indicator identifies the
type of data being carried out by the M3UA data message. Based on the Payload
Protocol, you can create an SCTP profile and bind it to a policy.

0 NOTE: ScreenQOS supports SCTP protocol filtering on NetScreen-5000
and ISG series devices only.

« Converting join-group igmp Commands to exec join-group—Beginning with ScreenOS
6.3.0, the exec join-group and exec leave-group commands replace the set igmp
join-group and unset igmp join-group commands. The exec join-group command replaces
the set join-group command. The exec leave-group command replaces the unset
join-group command. There is no impact on the functionality of the commands. The
set and unset commands are deprecated.

. Boot Loader for SSG-140—A new boot loader version Loadssg140v326.d has been
released for SSG-140 platform. For more information, see the JTAC knowledge base
number KB 23407 located at http:/kb.juniper.net/KB23407
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New Features and Enhancements

Policies

. Policy Installation Enhancement —Beginning with ScreenOS 6.3.0, the policy
installation process has been enhanced.

The new process provides the following advantages:
- Avoids frequent policy re-installation caused by dynamic DNS address changes.
- Eliminates traffic drops while installing the policy.

- Allows the user to configure the hold-interval option of policy installation using the
following CLI command:

set policy install hold-interval seconds

The default value is 5 seconds. The minimum is O and the maximum is 10. This
command specifies the maximum time interval between when policy configuration
occurs and actual policy installation begins. When the user creates a new policy or
modifies an existing policy, the policy installation is delayed by up to the value of
hold-interval value specified. This allows the system to more efficiently process the
session table by handling several updates at once or by reducing the thrashing caused
by extremely rapid updates.

unset policy install hold-interval
The unset command resets the default value of hold-interval.
Example: To configure hold-interval option to 2 seconds:

set policy install hold-interval 2

- DSCP Marking for Self-Initiated Traffic—Beginning in ScreenOS 6.3.0r12, you can
configure IKE packets with DSCP values for self-initiated packets. During IKE module
process negotiation, the configured IKE packets marked with the values can be used.
To mark the IKE packets with the specified value, enable the service using the command
set ip service ike dscp <dscp-value>.

- DSCP Marking Based on Policy Configuration—In ScreenOS 6.3.0r12, when a session
matches a policy with DSCP enabled, the bidirectional traffic performs the DSCP
marking.

The DSCP feature is now enhanced to prevent DSCP re-marking packets that already
have a DSCP value. This feature enables a DSCP group to have more than one DSCP
value for a packet.

The DSCP marking for each packet is checked to determine whether the DSCP value
belongs to a DSCP group before the packet does the DSCP marking. If the DSCP value
does not belong to a DSCP group, the device retains the packet's DSCP value.

Low-End Platforms—For CPU-based platforms, all packets in the first path or fast
path are checked for DSCP value and DSCP marking based on policy configuration.
The configuration is effective in all conditions irrespective of whether the first packet
matches the policy configuration or not.

High-End Platforms—For high-end platforms, the DSCP marking for fast path is
processed by the ASIC according to the session installed by the first path. Only the first
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path is checked for the DSCP value to determine the DSCP marking based on policy
configuration.

If the first packet arrives with an existing DSCP value and if the DSCP value does not
belong to the DSCP group in the policy configuration, then the session will not perform
DSCP marking for that packet. Subsequent packets in the session will also not have
the DSCP marking done even if the DSCP value matches the DSCP group in the policy
configuration.

0 NOTE: If the policy has been configured as no-hw-sess in high-end
platforms, then the implementation is same as in low-end platforms, as
all the packets are processed by the CPU.

The DSCP group is used to classify traffic within the device and to classify a number
of DCSP values having the same behavior as the configured DSCP group. The DSCP
group allows you :

- To create a DSCP group and to define the DSCP group type. The maximum number
of DSCP groups allowed per VSYS is 64. The DSCP group types are:

- Include—Specifies adding or including the DSCP values to the configured DSCP
group . By default, the DSCP value for a group is zero.

set dscp-group name <group name> include

- Exclude—Specifies to removing or excluding the DSCP values from the configured
DSCP group. By default, the group contains 64 DSCP values.

set dscp-group name <group name> exclude

- To configure a DSCP value for a policy. If a DSCP value is not configured for any
policy, thenyou caninsert a DSCP value into a DSCP group, or you can delete a DSCP
value from a DSCP group.

set dscp-group <group name> dscp-value <low number>-<high number>
- Todisplay the DSCP group information.

get dscp-group <group name>
- To bind a DSCP group to a policy for low-end platforms:

Set policy from <zone_name> to <zone_name> <src_addr_name> <dst_addr_name>
<service name> <action> traffic dscp enable <value> group-dscp <group name>

Set policy from <zone_name> to <zone_name> <src_addr_name> <dst_addr_name>
<service name> <action> traffic dscp enable group-dscp <group name>

Set policy from <zone_name> to <zone_name> <src_addr_name> <dst_addr_name>
<service name> <action> traffic dscp enable value <value > group-dscp <group name>

Set policy from <zone_name> to <zone_name> <src_addr_name> <dst_addr_name>
<service name> <action> traffic dscp enable group-dscp <group name>

- Tobind a DSCP group to a policy for high-end platforms:
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Set policy from <zone_name> to <zone_name> <src_addr_name> <dst_addr_name>
<service name> <action> traffic priority <value> dscp value <value> group-dscp <group
name>

Set policy from <zone_name> to <zone_name> <src_addr_name> <dst_addr_name>
<service name> <action> traffic dscp value <value> group-dscp <group name>

Set policy from <zone_name> to <zone_name> <src_addr_name> <dst_addr_name>
<service name> <action> traffic priority <value> group-dscp <group name>

Routing

- IRDP Support for All Platforms—Beginning with ScreenOS 6.3.0 release, ICMP Router
Discover Protocol (IRDP) support is available on all platforms; however, IRDP support
is available only on an Ethernet interface with an IP address.

- DSCP Marking for Self-Initiated Traffic—The administrator can configure the DSCP
value for traffic initiated by the security device. The DSCP value can be configured for
11 services: BGP, OSPF, RIP, RIPNG, TELNET, SSH, WEB, TFTP, SNMP, SYSLOG, and
WEBTRENDS. You can use both the CLI and the WebUI to configure DSCP marking.

« QoS Classification Based on Incoming Markings—In ScreenOS 6.3.0, traffic-shaping
policies are enhanced to support quality of service (QoS) based on the IP precedence
and Differentiated Services code point (DSCP) marking of incoming packets. The QoS
classification feature for incoming traffic works only if the traffic-shaping mode is set
to Auto or On.

. Adding Routes to BGP—In ScreenOS 6.3.0r11, the Border Gateway Protocol (BGP)
conditional advertisement feature supports route advertisement using different address
family checks. By default, a BGP advertises the best routes in its routing table to its
peers. You can use the BGP conditional advertisement feature by using the check option
in set vr <virtual-router-name> protocol bgp command to configure conditional
advertisement of BGP routes to a peer or a peer group in a different address family.

BGP conditional advertisement is supported in IPv4 and IPv6 address families.

- To configure and to advertise one IPv4 network route to peer and check the
reachability of one IPv4 subnet or IPv6 subnet:

set vr vr-1 protocol bgp ipv4 network <ipv4_addr/mask>
check<ipv4_addr/mask|pv6_add /prefix_length>

- To configure and to advertise one IPv6 network route to peer and check the
reachability of one IPv4 subnet or IPv6 subnet:

set vr vr-1 protocol bgp ipv6 network <ipv6_addr/prefix_length >
check<ipv6_addr/prefix_length | ipv4_addr/mask>

The conditional advertisement feature has been enhanced to include the following
new configuration option and parameters to check the subnet of different address
family:

- ipv4_addr/mask — The IP address and subnet mask of the network. The subnet mask
value indicates which bits of the address are significant. The mask does not have to
be the same as the subnet mask used in the network. For example, 10.0.0.0/8 is a
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valid network to be advertised by BGP. When the check option is used,
ip4_addr1/maskl can be a MIP address range.

- ipv6_addr/prefix_length — The IP address and prefix length of the network. The
address is specified in hexadecimal format, using 16-bit values between colons. The
prefix lengthis a decimal value that indicates how many of the high-order contiguous
bits of the address comprise the prefix (the network portion of the address).

- check— Directs the device to check network reachability before advertising BGP
peers.

Security

. Denial of Service Attack Defenses—ScreenOS 6.3.0 supports the feature of strict
TCP-SYN-check wherein a strict syn check is applied to all the packetsina TCP
three-way-handshake before the three-way handshake completes. Users can enable
this feature by using the set flow tcp-syn-check strict command.

. Verification of IP address in ASIC Whitelist—Beginning with ScreenOS 6.3.0, users
can verify if a specific IP-address is in the ASIC whitelist by using the get asic ppu
whitelist ijp-address command.

« Support for SecurlD Server Cluster—RSA supports a primary serverand up to 10 replica
servers to process authentication requests. At least one of primary or slave servers
must be configured with static IP. RSA SecurlD Server Cluster supports the name
locking, load balancing, and failover functions.

Virtual Private Network (VPN)

« Enhancement to VPN supportin VSYS— The system can only support up to 16K static
VPN tunnelsin a VSYS. An enhancement was made to enlarge per-VSYS static tunnel
capacity to the system max (25K) by preempting VPN group tunnels via environment
variable "no-vpn-grp=yes".

. Automatically Configuring a Local IPv6 Address for an IPv6 IKE Gateway— In
ScreenOS 6.3.0r11, you can automatically configure a local address for IPv6 IKE gateway.

In order to configure an IPv6 IPsec tunnel, you must define the local IPv6 address in
the IKE tunnel configuration. When you are configuring large number of devices, defining
a local IPv6 address can be difficult. This enhancement enables you to automatically
configure a local IPv6 address through DHCPvV6 or IPv6 Stateless Address Auto
Configuration (SLAAC) into the IKE tunnel configuration.

To automatically configure a local address for an IPv6 IKE gateway, set the IPv6 address
0::0 as the local address in the following command:

. For IKEV]

set ike gateway <name> address <peer-ipv6-addr> aggressive outgoing-interface
<out-if-name>local-address 0::0 preshare <secret> sec-level standard

20

Copyright © 2014, Juniper Networks, Inc.



Changes to Default Behavior

Changes to Default Behavior

This section lists changes to default behavior in ScreenOS 6.3.0 from earlier ScreenOS
firmware releases.

Changes to Default Behavior Introduced in 6.3.0

« BGP Configuration — After you upgrade from ScreenOS 6.1 to ScreenOS 6.3, only the
connected route will be displayed in the routing table. However, the BGP route export
will fail, because the firewall is not configured to the connected routes.

To force the route export:

set vrouter "trust-vr"

set protocol bgp <protocol>

[...]

set ipv4 network <ip address> no-check

[...]

Changes to Default Behavior Introduced in 6.3.0r13

« NSRP Configuration—The backup interface status (ifOperStatus) displays the state
as testing when the physical interface status is UP and as down when the physical
interface status is DOWN in an NSRP passive cluster member.

Changes to Default Behavior Introduced in 6.3.0r11

« Public Key Infrastructure— A new command is introduced to support manual certificate
renewal process by using the same distinguished name without modifying the
configuration but by updating the existing certificate in use by removing it.

set pki X509 manual-renew

To work on this feature, perform the following:

- Generate a key-pair: If the key-pair with the DN is supported in PKI-store, then add
a pad to PKI-store using CN=NSMANAULRENEW command to generate a new
key-pair. As a result, there are two key-pairs in PKI-store.

- Generate a PKl request: If there is a pad CN=NSMANAULRENEW already available
in the DN for the key-pair, then remove the pad to generate PKI request. This is to
ensure that the new certificate will have the same DN as the old certificate.

- Loadthecertificate: The new certificate with the same DN replaces the old certificate.

. Recording event log messages in the right VSYS — In a multiple VSYS configuration
on the firewall, an event that occurred in a specific custom VSYS-A was incorrectly
recorded as an event log message in the root VSYS or in a different custom VSYS-B.
This behavior is corrected and fixed. As per the behavior change we now log the event
log messages under the right VSYS specified for and will avoid logging incorrect event
log messages in different VSYS.
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Changes to Default Behavior Introduced in 6.3.0r8

« IGMP packets compatibility —A command was introduced to permit IGMP packets
with TTL greater than one and to provide compatibility with other interoperability
devices:

set interface <interface name>protocol igmp no-check-ttl

. Firewall can block packets with a Routing header—Firewall has the ability to block
packets with a routing header type O. To avoid blocking all the routing headers, the
firewall supports the routing header type filters using the following command:

set service < name>protocol routing-ext-hdr type<value>

Changes to Default Behavior Introduced in 6.3.0r7

. HMAC SHA-256 RFC 4868 compliance—The previous implementation of HMAC
SHA-256, incorrectly truncated the message digest at 96 bits. It now uses 128 bits, in
accordance with RFC 4868.

Changes to Default Behavior Introduced in 6.3.0r5

- |Pv6 packet extension header—To filter or deny the extension header with user-defined
service, define the src-port and dst-port as wildcard 0-65535.

Changes to Default Behavior Introduced in 6.3.0r4

« NSRP Configuration—NSRP configuration is out of synchronization due to set tftp
source-interface <interface name> command.

Changes to Default Behavior Introduced in 6.3.0r3

. Increase in the capacity of number of service objects and address groups—For ISG
Series, the capacity of number of service objects and address groups is increased to
4096. For NS 5000, only the capacity of number of service objects is increased to
4096.

« Maximum timeout value of ipsec-nat alg—The maximum value of ipsec-nat alg timeout
has been changed from 180 to 3600 seconds.

« VPN tunnel capacity for advanced license key—On SSG550, the VPN tunnel capacity
has been changed from 1000 to 2048 for advanced license key.

« Unexpected Low VPN Throughput—When VPN monitor is configured for VPNs on
NetScreen-5200 or NetScreen-5400, the device can define sub-optimal ASIC mapping
for processing VPN traffic in the hardware which causes unexpected low VPN
throughput. A new command set flow ipsec-distr-asic is introduced to include the
enhancement that VPN encryption will be distributed into different chips based on the
tunnel's SA index per round robin. By default, it is disabled. This is applicable for
NetScreen-5000 series only. For NetScreen-5000 series with VPN on IPv6 environment,
enabling this command is not recommended as it would yield less than optimal
performance.
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Changes to Default Behavior Introduced in 6.3.0r1

« The setigmp join-group and unset igmp join-group commands for the interface are
deprecated. If you execute the set/unset igmp join-group commands, the following
warning appears:

WARNING: This command is a deprecated command and cannot be saved to
configuration. Please use the following new preferred syntax:

exec igmp interface if_name join-group group_addr [{ include | exclude] to_include
|to_exclude} sources_ip ]

. The CLI command set interface interface nameproxy-arp-entry ip_min ip_max takes
precedence over the existing set arp nat-dst command. This means that when the
proxy ARP entry is defined and matched, then the system does not respond to the ARP
request via the physical interface.

Because the setinterfaceinterface nameproxy-arp-entryip_minip_max command allows
the customer to have better control of the device, the command set arp nat-dst is not
recommended.

. The SNMP changes might affect the management software as follows:
- Logical interfaces are added to the interface table.

- Several new SNMP traps are introduced in the ScreenOS 6.3.0. For details on the
new SNMP traps, see the change history of published ScreenOS 6.3.0 MIB
NS-TRAPS.mib.

You can consider modifications as required.

Network and Security Manager (NSM) Compatibility

This section provides information about updates required to complementary Juniper
Networks products to ensure their compatibility with ScreenOS 6.3.0.

Support for ScreenOS 6.3.0 has been introduced with NSM 2009.1r1. Navigate to the
Support webpage for more information: http://www.juniper.net/support.

Detector and Attack Objects Update (only for ISG-IDP)

The Detector Engine shipped with this ScreenOS version is 3.5.140032. For more
information on the availability of new releases, see the Detector Engine Release Notes
at http://www.juniper.net/techpubs/software/management/idp/de/.

After you have performed the ScreenOS firmware upgrade, you must update to the latest
|IDP Detector Engine and Attack Object database:

1. Download the latest detector and attack database to the NSM GUI server. From NSM,
select Tools > View/Update NSM attack database, and complete the wizard steps.

2. Push the detector update to the ISG-IDP devices. From NSM, select Devices > IDP
Detector Engine > Load IDP Detector Engine, and complete the wizard steps.
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3. Pushapolicy update to the ISG-IDP devices. From NSM, select Devices > Configuration
> Update Device Config, and complete the wizard steps.

Addressed Issues

The following operational issues from ScreenOS 6.2, 6.1, 6.0, and 5.4 release branches
were resolved in this release:

Addressed Issues in ScreenOS 6.3.0r15

CLI

« 664162 - Track IP configured through the CLI did not always reflect the correct
configuration when displayed in the WebUI.

. 688061 - While saving a configuration using the get config > tftp command, g-arp was
automatically added to the config file.

« 789133 - In the CLI configuration, the trap versions were displayed only when SNMP
was configured with networks that used the /32 subnets.

Others

. 841084 - The firewall in NSRP failed when a subinterface was removed.

« 694835 - The device experienced an exception dump when running multicast traffic
with PIM, because of a null pointer.

« 734260 - |IPv6 packets were dropped incorrectly because of sequence number checking.

« 743657 - A large number of configured PBR policies took a long time to be built, which
resulted in a watchdog timeout. This caused the device to perform a core dump.

. 746210 - NSM does not allow you to set a VSl interface with a value greater than 7.

. 770815 - Under certain conditions, the device rebooted unexpectedly during an SSH
connection to the Infranet Controller.

. 807561 - Irrespective of the status of the link, an SNMP walk performed to check
ipvblfOperStatus on backup devices returned the interface status as UP.

. 812703 - Traffic forwarding through GRE over a route-based |Psec tunnel failed when
traffic shaping was enabled.

. 819292 - ISDN failed, because the protocol packet response was very slow.

. 836499 - Adding an incorrect subnet mask IP address to a multi-cell policy resulted
in deletion of other addresses in the multi-cell policy.

« 840476 - Some Real Time Objects (RTOs) were not synchronized between primary
and backup devices while performing a major ScreenOS upgrade.

. 850527 - Occasionally, a new NSRP master was not connected to the Infranet
Controller after an NSRP failover. The Get infranet controller command displayed the
status as Closed.
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. 853577 - The device performed a core dump and rebooted because of a MIP on the
loopback interface.

. 857406 - The MSRPC traffic failed because the port values were not compared while
an rpc_map_search was performed.

. 859608 - The SNMP traps were not triggered when the source IP-based session limit
was reached.

« 862597 - While setting the source address and the destination address as negate in
the intra-zone policy, the intrazone policy did not match with the configured policy,
and it defaulted to a global policy.

. 865894 - Unable to delete L2TP users, even though the L2TP tunnels were inactive,
because of an incorrect count of active L2TP users.

. 867748 - Unable to manage secondary firewall through the backup manage-ip
interface.

. 869155 - When the mgt.1 interface was created, it was accidentally added to a VSD
group. This caused a change in the MAC address of the mgt interface.

. 869675 - The device encountered an exception error when the WSF module took too
long to process a large, corrupted packet.

. 869698 - Issuing the save config to tftp a.b.c.d filename.txt command, enabled flow
vector profiling.

« 872130 - Return packets dropped while they were being forwarded from one node to
another.

. 872593 - Traffic logs were not generated for TCP port 1503.

. 874372 - The device experienced an exception dump when an SSH process referenced
a null pointer.

« 875123 -Some applications, like FTP, failed because of anincorrect TCP ACK sequence
number when in an NAT environment.

« 876229 - Aread error in a real-time clock (RTC) chip caused the device to reboot.
. 878809 - A multicast session got stuck because of a time sync.

. 879511 - The device experienced an exception dump when a user with read or write
privileges had their access changed to root privileges.

. 880797 - FTP-Get service was unable to restrict FTP upload through the APPEND
command.

« 884643 - When the ICMP-ANY service was set to never time out, ICMP sessions were
not closed even after the ICMP-Reply was received.

« 896357 - An exception dump occurred because of a memory corruption in the SIP Via
list.

« 919797 - The device under test (DUT) crashed when it was rebooted because it
attempted to re-enter to the unprotected resource.
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Security

« 722000 - [ISG] IDP Security Modules in an NSRP cluster were not shownin the WebUI.

VPN

« 750452 - A policy-based VPN session lost its tunnel information because of a route
change. As a result, the packet was forwarded incorrectly to an interface (instead of
to a tunnel).

. 804902 - VPN packets with sequence numbers greater than OxffffffOO created frql
duplication, resulting in a MAC flood.

. 843507 - EAP authentication information was not cleared when clearing IKEv2 SA,
causing an exception dump.

« 845065 - A VPN could get reset when using SHA-2 because of a mismatch between
software and hardware sequence numbers.

. 863127 - OSPFVv3 got stuck in the EX_START state in a route-based VPN tunnel that
was using unnumbered tunnel interfaces.

WebUI

. 678784 - The WebUI stopped responding while dialer interfaces were being configured.

. 704897 - When a static mroute was configured from the WebU|I, the OIF was not
displayed if one of the interfaces was in a custom VR and the other was in a default
VR.

« 812494 - SurfControl integrated Web filtering was configurable even for unlicensed
versions through the WebUI.

« 849169 - The device experienced an exception dump when it tried a lookup for group
addresses through the WebUI, where the group address zone ID referenced a null
pointer.

« 929012 - Web filtering was only allowing local blacklist or whitelist with a license but
it is supported without a license.

Addressed Issues from ScreenOS 6.3.0r14

Admin

« 803487 - ScreenOS failed when the auth table was large and the exec infranet controller
check-sessions command took longer than 30 seconds.

ALG

« 818193 -Ocassionally, the SIP call timer timed out SIP messages earlier than expected.

. 832693 - Whenaclientinitiated a session with the NFS server, the dummy port (created
previously when the NFS server was used as an NFS client) does not allow the NFS
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control session to be processed by the SUNRPC ALG. This resulted in the blockage of
the subsequent data sessions.

« 834945 - Harmless RPC traces were printed on the console.

. 840673 - The SIP call dropped after 45 minutes because the session expire header
was not updated when the re-invite was sent.

Antivirus (AV)

« 842538 - AV scan performance was slow when trying to relay an HTTP 302 message
if the connection mode is not a keep-alive.

Others

« 817379 - The SSG Series devices failed to handle the NSM packets that contained an
Oxffff TCP checksum.

. 822847 - The system experienced a memory leak when the pass-through traffic
required authentication.

« 831747 - Device encountered an exception error when pinging a multicast group address
due to a NULL pointer being incorrectly referenced.

« 833083 - The southern hemisphere DST setting, which begins in October and ends in
April, automatically got disabled at the end of October. This resulted in the incorrect
time being displayed.

« 835602 - The PKlinformation synchronized with the backup information even though
the rto-mirror for PKI was disabled.

. 839155 - Packets were matched incorrectly by debug flow filter when either src/dst
ip or src/dst port were the same.

« 842055 - NSRP flaps and packet drops were encountered due to a dead lock between
SLU engine and PPU, this further resulted in ASIC to reinit.

. 853718 - A packet drop occurred as a result of an incorrect TCP sequence calculation.

Routing

. 828964 - The learned OSPF routes were lost when the remote peer router-id was
changed; and the peer box failed to obtain the correct network LSA.

Security

. 818620 - The command unset ike gateway <gateway> xauth accounting server <server>
cannot be synchronized, especially after one of the devices were rebooted.

. 828168 - The NSRP backup firewall failed and then rebooted repeatedly.

VPN

« 800584 - The firewall failed to verify ECDSA signature.
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. 823285 - The policy based VPN tore down after NSRP failover, with remote peer
reporting antireplay errors.

. 830423 - After enabling IPv6, the IPsec VPN traffic was dropped.

WebUI

. 833871 - Updating DI from WebUI on backup did not get synchronized to the primary
device.

. 833873 - The modified OSPF neighbor list value was not updated properly.

. 842738 - The DNS server could not be modified when the device was in transparent
mode.

« 701694 - The root administrator lost read/write privileges while modifying the
administrator password.

Addressed Issues from ScreenOS 6.3.0r13

ALG

. 796066—The SIP data session no longer uses in the same route as the control session.
The data session now uses the route specified in the routing table.

Antivirus (AV)

. 803148—Websites occasionally fail to open when the AV is enabled and the syn-ack
packet has window size of O.

Logging

. 804620—Redirection of logs to an external website might stop, and, although more
than 10 percent of free space is available, the following message appears: There is less
than 10% space available in current active file.

Other

. 585488—The firewall core was dumped and rebooted when the tftp get tech > tftp
command was used.

« 587570—The multicast outgoing interface (OIF) was calculated incorrectly.

« 681596 — Firewall or pass through traffic intermitted when high-end platforms reported
increase in CPUS5 drop counters.

« 730059—The firewall rebooted unexpectedly when net-pak contains the wrong flag.
« 730138—The console output displayed a slot_num(1) or chip_num(2) error.
« 742169—The firewall rebooted spontaneously because of a duplicate session issue.

« 745496—The server had a large TCP window, causing the Notify-conn-close to fail.
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« 751579— VLAN traffic on ASIC-based platforms in Layer-2 Transparent Mode was
dropped when the VSYS bound to the VLAN group was deleted and the same VLAN
group was referenced in another VSYS.

. 754606—SYN flood protection was triggered even though the attack threshold was
not reached.

« 771666—When IPv6 and BGP were both enabled, it caused the firewall to core dump.

. 771827—The device rebooted with a crash dump in the IKMPD task due to a memory
leak.

« 771959—The Infranet controller connection was disconnected on the firewall as a
result of missing Keep Alive messages in a scenario with a large number of policy
configurations on the firewall.

« 775604—In an NSRP cluster, dhcp server auto did not work.

« 775844—0n SSG 520M and SSG 550M devices, the fan status occasionally appeared
as down.

« 777402—PPTP occasionally failed because of a route lookup failure in the cross-VR
design of the child GRE session.

. 788853—The firewall performed a core dump and rebooted because of a wrong
parameter logic being used while generating logs.

. 789358—0nPIMinterfaces, setting the setint <phy link-down> commmand did not keep
the interface down even after a reboot.

. 796098—When mirroring was configured on NS 2000 or ISG Series devices (including
IDP-enabled devices), a TCP three-way handshake failed on the device during SYN
proxy processing.

« 811257—The NSRP backup device did not undergo a "never" timeout synchronization
at session creation.

« 814516—The SSG Series device did not start the PPPoE connection after NSRP failover.

Routing

. 768724—In some instances, BGP routes failed to be advertised because of a broken
SPF list.

. 783986—When compatibility with RFC-1583 was set for OSPF and a network change
occurred the device had to run several calculations for SPF.

Screen

. 790842—The firewall performed a core dump and rebooted when the set zone trust
screen ip-spoofing include-default-route command was executed.

SNMP

. 782678—The device might send multiple traps for a single event, causing duplicate
entries.
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. 785140—SNMP traps are not generated for a few Screen options.

« 807264—In ScreenOS 6.3, when the SNMP listen port was configured, the change did
not get updated and the default port value of 161 was retained.

VPN

« 780465—The Ctrl+C option did not interrupt the output of the CLI through get
commands.

. 783720—After NSRP failover, the remote IPSec gateway might drop AH packets
because of anti-replay protection.

WebUI

. 781483—In the WeUl, several NHTB event-log pages are blank. Event logs do not
display the correct number of entries per page.

« 793235—In the WebUI, the Network > Interface Edit > OSPF page neighbor list from
the Neighbor List drop down and then click drop-down menu and click Apply. However,
the neighbor list drop-down menu setting is not updated after the Apply function, and
the list does not appear on the device, which continues to display "None."

Addressed Issues from ScreenOS 6.3.0r12

ALG

« 678300—Failed to translate IP on SET-PARAMETER within RTSP by ALG causes the
video streaming to stop intermittently.

. 736470—H.323 ALG was unable to handle cross vsys H.323 traffic.
« 752103—RTSP SET_PARAMETER is not address translated.

« 771008—Communictation failed when H232 ALG may change h245 address in the
payload.

. 778810—Policy change caused h323 alg hit a null pointer and device failed.
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Authentication

. 778720—Firewall stopped authenticating against RADIUS server.

Antivirus (AV)

. 753601—Sometimes websites failed to open with AV enabled, if the server does not
send the FIN ,after sending HTTP body.

Logging

« 740584—When a sub-interface is created and cancelled an event message "MTU for
interface has been changed to 1500." is displayed.

Management

« 726174—Firewall might add additional padding to a reply packet.

. 737433—The ifiIndex value is not the same in standard MIB and Netscreen enterprise
MIB while executing SNMP query for interfaces.

NSRP

« 705438—In asymmetric routing condition, if a session is not prepared and synchronized
correctly might result in unexpected packet drop.

Other

« 523647—The "set envar" command used to address the ESP sequence number is not
retained permanently after the process of Asic re-init and reboot of the firewall.

« 590160—Device might crash when route id is a larger number and the NSRP route
sync is enabled.

« 689721—The Random Number Generation for SPI does not work.

« 710595—When the "Pending Drop Notify" counter fills up the Infranet Controller process
on the firewall and does not release regularly, results in Drop gueue full message and
no Drop notify messages to be forwarded to Infranet Controller.

« 719600—Device hanged due to ASIC when IDP tried to process IPv6 ESP traffic resulting
in split bran situation.

« 721101—Device might reboot unexpectedly when the firewall received invalid HA
messages.

. 725966—Firewall experiences core dump after HA fail over due to IKE-v2 parameter
sync problem between the primary and the backup devices.

« 726468—The PKI process might send an incorrectly formatted message to the SSH
process, resulting in a core dump.

« 727126—Firewall spontaneously reboots when FTP server tries to initiate data
connection before client sends "RETR" command.
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728097—0n interface configuration, firewall is accepting network number (1.1.1.0/24)
as an IP address.

728480—Asymmetric traffic failed when IPv6 was enabled.

731534—Firewall was spontaneously rebooting due to memory overwrite.
731582—Debug flow drop, shows the packet information for the dropped packets.
732793—Device might crash when you modify an existing policy.

735268—Sometimes device may reboot with core dump due to a logical error in the
code.

736122—In IKEv2 VPN, device may reboot with crash dump on receiving illegal or
malformed IKEv2 packet.

739175—Illegal memory access causes spontaneous reboot of the firewall.

740513—When SIP ALG fragments the packet, the first fragment is of small-sized
which may not include the mandatory SIP headers.

743309—Multicast traffic can cause firewall to coredump.
743842—Brute-force attack pop3 detection failed under certain conditions.

744684—Sometimes, after OS upgrade, the firewall starts rebooting continuously in
loop condition, due to a memory overwrite issue. This is because of smaller buffer size
of fat table in flash.

744785—When you send traffic to an IP address that is part of the loopback interface
subnet, there is an infinite loop and this might cause high cpu.

745791—In layer2 mode, if a switching loop sending a packet originating from the
firewall back to itself on a different interface, then the interface adds the vlan-1Mac
address to the interface Mac table. An additional check is added to prevent the firewall
from adding its own vlan.

746646—[ns5000 and ISG] ARP entries in Hardware and Software may mismatch
due to inconsistent ARP update mechanism.

750929—Device might crash when you delete the interface used by NTP module.
752246—SCTP natted traffic might stop working when you set the envar x-in-ip.

756682—Internet Explorer 9 pop-up credentials does not appear with SSG firewall
Authentication.

768558—Sometimes cross ASIC traffic gets dropped due to incorrect logical check in
the code.

769297—Sytem failure occurred during malloc memory leak failure.

769737—When the card is plugged in on slot 5 the information of the card cannot be
seen in datafile.

771104—ICMP unreachable traffic does not undergo NAT operation in transparent
mode.

32

Copyright © 2014, Juniper Networks, Inc.



Addressed Issues

« 773293—Harmless unnecessary debug message has been removed from the console
output.

« 777142—When performing snoop offset filter on VPN tunnel traffic firewall may crash.
« 777170—After IPV6 was enabled there was high CPU on backup of NSRP firewall.

. 778730—SIP ALG caused a system failure during a list erase function.

« 779261—HA resync caused device with large configuration in NSRP failure.

« 781343—In a VSD-less cluster, the device will now check to make sure the ingress and
egress interfaces match the session. If they do not match, then the device clears the
existing session and creates a new session with the correct interfaces.

. 781815—The new policy installation process was modified to be more compatible with
NSM.

« 797994—When the firewall is configured for ALG with loopback interface the firewall
may core dump and reboot.

Routing

. 730018—BGP IPv6 prefix was not advertised after reboot.

« 733528—In IGMP proxy, when an admin clears multicast-route (mroute) by executing
the CLI clear vr vr-name mroute command, it cannot rebuild the mroute even after the
new igmp v3 report packet arrives.

« 734361—BGP neighbor parameter rejection command is deleted after BGP instance
flap or upon reconnect.

SNMP

« 737747—While using standard MIB2, indexes or mapping between Indexes of the OID
'ipAdENtIfIndex' and the OID 'ifDescr.x' are incorrect and as a result SNMP poll sends
anincorrect result.

. 738116—SNMP Authentication Failure Trap is generated when a GET-REQUEST with
different SNMP version is received.

VPN

. 705374—IKEV2 failed in rekey after failover to backup.

« 731964— L2TP IKEv2 VPN might not come up if multiple IKEV1 & IKEv2 VPNs are
configured.

« 749931—Phase 2 rekey failed on IPSec with NAT-Traversal.
« 770471—In WebUI, removing the configuration related to proxy-id was not possible.

. 780247—Proxy ID mismatch between SA and policy was due to an endian issue.

WebUI

. 751661—In PPPoA Interfaces WebUI the connect and disconnect buttons did not work.
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« 777559—In WebUI, event log was not showing the correct number of lines.

. 773466—In WebU|, special characters in the route map name were discarded when
using the "Add Seqg No" link. This resulted in the creation of a new route map rather
than a new sequence number on the existing route map.

Addressed Issues from ScreenOS 6.3.0r11

ALG

« 710227—SIP ALG was modified to ensure that all SIP data fragments have their call
data modified according to any NAT parameters.

Antivirus(AV)

« 690029—when AV was enabled downloading a large file (if the content-length of
HTTP request was too large) failed with ASP error.

IDP

« 695082—IDP module onthe ISG platform used to hang when executing the command
"get sm status".

Management

.« 671719—NSM was unable to update policy to device because sme_bulkcli was stuck.
. 687217—Firewall failed when you run fprofile.

. 696588—If SCP file transfer was used regularly then there was a high memory on
firewall.

« 703695—Unable to add MIP configuration to a multi-cell policy through WebUI.

NAT

. 611751—MIP for GRE over IPsec did not work, if the MIP was not in the same IP subnet
as the tunnel interface.

.« 700690—Sometimes the Extended IP x.x.x.x or its range collides with IP yy.yy or its
range when configuring an ext DIP on unnumbered tunnel interface.

NSRP

. 703949—The expired tunnel sessions were not removed properly in a backup device.

Other

« 551755—"IPv6 neighbor gateway [IP6] is reachable" was logged incorrectly when it
is unreachable.

. 582089—Pass through IPv6 IPSEC sessions are interrupted due to incorrect session
timeouts set on ALG created child sessions.
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. 592160—After HA failover, the tunnel route pointing to the VPN stayed inactive for a
long time by causing traffic loss on the new master.

. 599686—FTP ALG did not work correctly when receiving unexpected ack from server,
after the EPASV request from client.

. 661016—when ACVPN was configured the device experienced a memory leak.

« 662330—Asic classifier bug caused IGMP Query messages to trigger Source Route IP
alert on ISG's.

« 662930—Traffic through the IPSEC tunnel destined to one of the interfaces sometimes
failed, because of reply packets getting sourced from tunnel interface IP.

. 675550—When upgrading through tftp, the device might reboot with core dump.

. 686087—Unable to bind an unnumbered tunnel interface within a VSYS if the VSYS
name contains parenthesis.

. 686165—If the IP of egress interface changed then existing sessions might not get
updated with the new IP.

. 688228—When layer 2 broadcast packet was received, it was incorrectly interpreted
as Winnuke attack.

. 690786—Unable to change the maximum number of sessions with envar command
on ISG2000 box with advanced license and less than 2GB memory.

« 691510—ASIC stopped forwarding traffic due to an issue with PPU-F.

« 692085—Firewall was rebooted and core dumped due to multicast packets accessing
the null pointer for a PIM neighbor.

« 692124—NHRP feature resulted in a memory leak condition.
« 692497—When "set envar x-in-ip=yes" on ISG1000, get error "x-in-ip not supported".

« 694306—FW experienced high task CPU momentarily at polling times due to snmp
task on 6.3. code.

« 699131—ISDN primary number and alternative number length fields changed from 15
to16.

« 699200—Due to URL filter and DNS the firewall caused core dump and rebooted the
system.

« 700331—Firewall was rebooted and core dumped after adding VSD-Group.
« 700352—DNS server cache snooping remote information disclosure is detected.

« 700481—With SNMP and more than 8 VSD groups configured, the device might cause
core dump and rebooted during SNMP polling.

« 701519—Pass through VPN traffic breaks source session limit set on zone screening.

. 701968—Session are not updated with the new VPN with better route and packet
dropped.

. 703689—When DST was enabled and the system was rebooted, the SNMPv3 engine
time was set to a higher value than the specified value in the RFC.
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. 708406—Firewall rebooted and core dumped due to accessing the invalid memory
area.

« 709646—Under a certain condition, Serial interface accepted traffic whereas Ethernet
interface did not accept traffic.

. 718372—When a session was taken out of hardware and if the firewall received a FIN
then the firewall did not close the session.

« 721988—There was a memory Leak in Anti-SPAM feature of UTM.

« 722208—SSG device stopped passing traffic in all directions due to an error in read
logic on the interfaces.

« 723404—During external vulnerability scan, a spontaneous reboot due to a null pointer
occured.

« 724145—During device reset, the custom NSM management port resets from 7900 to
a default port of 7800.

« 727177—Pass through IPsec sessions are not removed in NSRP VSD-less cluster.

Routing

. 686224—BGP neighbor flapped at irregular intervals.
« 718144—During route failover some sessions are not getting cleared.

« 728946—BGP router cannot be established between two loopback interfaces belonging
to different Virtual routers on the same device.

VolP

. 705648—SIP ALG was unable to parse the multipart or mixed MIME type in SIP INVITE
packet, when it had values within quotes, but spaces in between words.

VPN

. 592488—Connection to VPN failed when the external IP changes on the NAT device
that resides in-between VPN end points.

« 703677—In redundant VPN configuration, OSPF did not come up during VPN failback
from secondary to primary.

WebUI

. 676776—WebUl was unable to display vrouter name, if the length was more than 15
characters.

. 687935—In WebUI, the policy search feature was unable to display the selected service
if it belonged to multi-cell service.

. 688016—WebUl was unable to display NHTB table entries if the list of NHTB entries
was more than 582.

« 717325—Monitor Zone and Monitor Interface configuration was not available in WebUI.
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Addressed Issues from ScreenOS 6.3.0r10

ALG

604887—With SIP ALG enabled, the device might sometimes send TCP packets with
window size zero which might stall the SIP session.

679138—RM resources are released incorrectly that subsequently causes RTSP traffic
to drop.

IDP

697323—Sometimes the security module stops forwarding the traffic due toa memory
leak in IDP engine.

Management

578449—Firewall was unable to connect to NSM using the first connect.
665355—NSM supports "unset nsrp config sync vpn-non-vsi" command.

674637—The firewall crashes sometimes when a long URL was described in custom
category of sc-cpa.

675913—SNMPwalk was not including logical interfaces in the output list for IFDESCR
and IFNAME OIDs.

NSRP

568133—IPv6 RA messages are processed on VSD O interfaces and are not processed
on VSl interfaces which are part of VSD 1and VSD 2.

574244—FEven after no preempt option was enabled, sometimes the device rebooted
as master.

666641—Data link was unavailable when there is only one link in HA zone connected
to 16 port uPIM.

672901—After failback due to preempt, the new master (with preempt) sometimes
lost connection to IC4500 (Infranet Controller).

Other

578204—Firewall forwarded duplicate log information to NSM due to an error in the
session byte count.

599808—Ability to log UDP floods on ASIC based systems was added.

600543—With NSM enabled, the device management was very slow and the device
was resetting frequently.

601364 —Interface physical link was brought up after reboot even after it was down.

610108—IPv6 Auto-Discovered route was inactive when IPv6 over PPPoOE is connected.
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660288—In non-HA mode, IPv6 multicast packet was dropped by the interface when
ipv6 config is disabled. Do not consider VSI.

660950—In NSRP Active or Active environment, PPTP might get disconnected
unexpectedly.

662392—Duplicate MAC addresses are returned in reports for the mac-tables of SSG
bgroup interfaces.

662589—Firewall experienced core dump and rebooted the system when accessing
the Dlog process.

662930—Traffic through the IPSEC tunnel destined to one of the interfaces sometimes
fails, because of reply packets getting sourced from tunnel interface IP.

664485—Policy might not compile exactly, when "negate" was used.

665008—TCP connection was not established for MSRCP traffic in certain conditions,
due to an endian issue.

666370—Incorrect destination port was displayed 20480(0x5000) in the event log
for the web management connection when the system configuration is saved through
web-Ul.

668859—In SNMPv3 configuration, there was no option to specify the source interface.

673295—The command "set chassis audible-alarm all" was modified on the SSG
platform to remove the "battery" option as the SSG platform does not support this
option.

674245—"Packet Too Big" message from ICMPv6 was dropped due to no session.

674736—GTP IDreq packets are incorrectly dropped by sanity check due to unknown
IE.

675296—In L2 mode, the vsdless session must have time sync mechanism.
676289—The device crashes while running certain commands through SSH or telnet.

676354—S5G140 dlog queue fullness causes session leak and results in traffic drop
with message "packet dropped,the dlog queue is full".

676984 —Authentication in NSRP from an Infranet Controller can sometimes lead to
duplicate authentication entry and might cause crash dump and reboot unexpectedly.

677467—0pen SSH 5.8 client with pty-req greater than 256 bytes fails with "PTY
allocation request failed" error.

680365—Firewall crashes and reboots when AV was enabled.

681955—Syn-cookie might not get triggered sometimes for the traffic that traverses
custom L2 zones.

683501—The MSS option and length are incorrectly built when using SYN proxy.

685029—For IPv4 traffic with IP Protocol 58, traffic log displayed ICMPv6 in the service
field.

687205—"Config datafile" for NSM might not include routes from shared DMZ VR (for
vsys) to other vrouters.
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. 687653—Sometimes tftp fails due to save config (from device).

.« 688938—In a multiple VSYS environment, event Log messages on the Syslog server
was showing a wrong VSYS as the origin of the message, as the message belongs to
a different VSYS.

Performance

. 607132—Traffic might be affected by flow control mechanism on the interface.

Routing

. 683325—0SPF neighbour ship gets affected in loading while the OSPF messages
fragment size was bigger than 1668 bytes.

Security

. 677385—Transparent or L2 mode firewalls sends a SYN+ACK response packet to
client with an all-zero MAC address.

VOIP

.« 662790—SIP registration packet was larger than the allowed registration packet size
for Avaya 9600 series phone.

.« 664502—H323 messages are still flooding in ISG2000 even after disabling h323
app-screen message-flood.

VPN

. 591501—After reboot, the configuration pertaining to IKEv2 for EAP authentication
was not preserved if the definition of the IKEv2 gateway name contained spaces.

« 604229—|Pv6 with IKEv2 VPN tunnel might not sometimes come up between the
Motorola router and Juniper SSG device because of certain implementations.

. 673075—IKE DPD messages are generated from the NSRP backup device even after
the NSRP failover occurs.

WebUI

. 610921—WebUI has limitations on ipv6 client-duid length.

« 671222—The WebUI login might not accept a username of 31 or greater characters
even though the username was valid through CLI.

. 678280—Unable to modify WEB filter custom message on screenos firewall through
NSM GUI for integrated SurfControl CPA.

« 685269—The "activate" command fails while saving the BGP neighbor through WebUI.
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Addressed Issues from ScreenOS 6.3.0r9

Administration

« 580929—Unable to add zone to proxy-id when zone name has a space.

« 604785—While creating VSYS with VR in the same line an incorrect and mandatory
VR id number syntax is required as an optional field.

ALG

« 539589—Return NIS packets might be dropped on the firewall due to non-existence
of ALG pinhole. This is specifically with design where NIS server resorts to DNS lookup
when host is not found in NIS database.

HA & NSRP

« 609184—HA LED status was incorrect when unset VSD-group id was configured as
0.

IDP

. 662378—Afterrestarting the security module the policies are not compiled and loaded
in to the IDP module.

. 670888—IDP module core dumps when the security module is restarted.

Management

. 556535—PBR configuration was lost after the firewall was rebooted.
. 575680—SNMP walk on 10-gig interfaces shows incorrect interface speed.

. 607350—Unable to retrieve the chassis slot information with SNMP walk.

Other

« 544795—"Unset http skipmime mime-list" command appears during config.

« 558343—Memory utilization of "sys pool" increases as some of the memory allocated
in SMTP parser are not freed when the SMTP sessions are released.

. 561641—Packet loss under heavy traffic with NS5400 and 2XGE cards.

« 574264—Sometimes legitimate source IP address might be detected as an antispam
blacklist IP address during high number of SMTP traffic.

« 578457—SCP was not working on Ubuntu 10.10.
« 581190—The device failed when memory was allocated.

. 584827—The backup firewall might not get all IPSec SA synchronized from system
restart due to large number of VPN connections on NSRP setup.

. 585139—Sometimes device might reboot unexpectedly when certain TCP-based SIP
traffic passed through the firewall.
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. 585768—SSH connections drop after 45 seconds of inactivity.

. 587433—Sometimes after OS upgrade, the firewall might not start up because of
certain condition in flash writing mechanism.

. 587809—Negotiation event log was not generated when IKE phase one was initiated.
. 593583—The device failed while processing SMTP traffic for Antispam.

« 595094—In IPv6 environment, device might encounter HIGH flow CPU as IPv6 policy
search algorithm might consume most of the FLOW CPU time.

« 596169—SSG device running PPPoe core dumps when there was no DNS option
defined in PPP control packet.

. 596585—If IPv6 was not enabled onincoming interface, the multicast link local packet
such as NA was not considered as a to-self packet, and the device forwarded these
packets.

. 598630—Event log displays "route is invalid" even though there are no route changes.
. 598836—ASIC resets when FTP service is configured with a never timeout.

« 599609—The "in packet" and "in ucast" counter increased, though the physical
interface was down.

« 601092—Device name is missing in the syslog message forwarded from the firewall.

« 601173—Shared memory corruption caused by CPU engueuing caused incorrect packets
to free buffer queue.

« 602147—"set arp" command was not supported in Transparent mode.

« 604069—When Antispam or Antivirus was enabled, under certain conditions during
TCP establishment, the TCP traffic did not flow properly.

. 606118—Internal duplicate policy log entries caused the send mail task on the firewall
to loop that subsequently caused high CPU usage.

. 610023—[SSG300/500]Byte count for log-self shows wrong value.
« 610123—ASIC stopped forwarding traffic due to shared memory corruption problem.
« 610271—While logging multicast traffic, the policy based traffic log was incorrect.

« 612248—During high traffic, frequently pressing Crtl+C on console caused wrong output
in the event log and subsequently the device failed.

« 613108—After deleting a policy, the "traffic logs" for that policy was not removed and
are not cleared manually.

« 614521—Policy scheduler cannot cover one minute between 23:59 and 00:00.

« 660958—[SSG550/55G320] IPve log self shows wrong source and destination port
numbers.

« 661003—[SSG500/55G300] destination ports are shown different in the self log
saved from WEBUI.
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Performance

. 598073—FPGA performance limitation dropped HTTP packets and caused latency
during performance testing.

Routing

. 577347—After double NSRP failover, the routes redistributed into OSPF failed.

. 588275—Unable to clean up the RIP routes learnt from demand circuit in a VR.

VOIP

« 537064—Corrected the tunnel policy search logic, after opening a pinhole in the firewall
because sometimes the tunnel policy search failed.

VPN

« 590496—Firewall does not respond to notification message when phase 2 proposals
mismatchin lkeV2.

WebUI

« 562438—In WebUI, the "dialup user group" for IKEv2 was disabled and cannot be
configured.

.« 596093—Java Script WebUI display error was corrected in Internet Explorer O.

« 614616—The 6 to 4 tunnel end point IP address from WebUI will be rolled out by clicking
Ok button.
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Addressed Issues

Addressed Issues from ScreenOS 6.3.0r8

Administration

« 580933— High task CPU triggered flow CPU utilization alarm.

ALG

. 586961— Application with large MSRPC payload did not work with ALG enabled.

Antivirus

. 529357— Management traffic was dropped by the firewall when the antivirus database
was getting updated.

Authentication

. 587578— 802.1x authentication is not supported on a bgroup interface.

CLI

« 574045— A command was introduced to permit IGMP packets with TTL greater than
one and to provide compatibility with other interoperability devices.

DNS

. 580838— Fragmented DNS packets failed to pass through device if Jumbo frame
support was enabled.

IDP

« 546621— IDP AVT timeout parameters caused high task CPU. This problem was seen
more in NSRP cluster.

. 560339— ISG IDP signature did not detect the Telnet attack pattern when configured
in the policy.

« 530282— sme_image caused high task CPU and NSM failed to update ISG-IDP.

Management

« 428710— Deleting the source interface bound to NSM module resulted in trace errors
or crash dump causing the device to reboot unexpectedly.

Other

« 487640— Hardware counters did not work on NS-5000-2XGE-G4 [2 x 10GigE Secure
Port Module (SPM)]1.

« 539351— MS-RPC sessions failed because of a cold start sync failure caused by RPC
process.

« 554007— The device sometimes failed because of a particular type of packet.
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« 554716— Memory leak was triggered in system memory pool upon SSH login to SSG.

« 555070— SCTP traffic failed when it was moved to ASIC using the command set envar
X-in-ip=yes.

« 561219— Firewall experienced high CPU while receiving ICMP ECHO request with fixed
sequential ID.

.« 563425— Firewall failed sometimes when there was a communication error, such as
duplex mismatch with the Infranet Controller.

« 563494— Syslog messages contained the character 'T' between date and time that
caused parsing errors.

« 568377— ASIC goes into non-responsive state with IPSEC-DSCP marking enabled.

. 570868— The firewall rebooted unexpectedly because of an unexceptional read error
in an incorrect packet buffer.

« 572707— Firewall failed because of a malfunction while running SPF in the OSPF task.

« 576128— The security module information with error "sm_get_cmd transmit timeout"
could not be obtained because of memory leak on SM.

. 580534— Authtable entries for the Infranet-auth policies was not maintained correctly
for the VPN tunnel sessions.

. 585314— SCP to the firewall failed from an UNIX machine and displayed the error
"unknown file '--ns_sys_config."

« 590147— Members of aggregate interface set as down were up after reboot.

Routing

« 554973— PBR was unable to route traffic using tunnel interface when it was in the up
state.

VPN

« 550440— With IKEv2, firewall had responded to the create_child_sa message from
peer successfully but showed VPN status as inactive.

« 573906— Firewall uses old xauth-ip for p2sa rekey though the xauth-ip has changed.
This resulted in repeatedly requesting the user for Xauth authentication.

« 579094— IKEv2 with AES encryption in proposal failed because of incorrect attributes.

. 579899— In transparent mode, the traffic destined to vlan1 through policy based vpn
could not reply back to the same tunnel. Eventually management traffic such as ping
did not work.

« 581469— When IKEv2 was executed, clients located behind some NAT devices were
disconnected.

WebUI

. 578196— Hardware version displayed 0(0) on the WebUI.
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