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http://www.websense.com/content/support/library/web/hosted/admin_guide/ N
wiz_firewall_setup.aspx L— Gateway J
(E£#kR) Cloud service data center (cluster) IP addresses and port numbers 3 4 ETP Server
https://support.forcepoint.com/KBArticle?id=Cloud-service-data-center-IP-
addresses-portnumbers HSAT DY TI Y —/ R

I } Copyright © 2018 Forcepoint. | 3



FORCEPOINT WEB SECURITY CLOUD EAFIIE

1. D747 04+—ILERTE

> R—h&S

» IPLY

r—rES
80 443 OSHREEY—/\EDFEE
8081 8082 PACT7AIILDEE. HTTPZOX L &EE
8006 UG A UF Y (SSOERBEDHA)
8089 X AT IA—LEEE HTTPSTOX L&
FETYF CIDR IPLIY IRk TRY
. 85.115.32.0 -
3—Aw/N 85.115.32.0/19 85 115 63 255 85.115.32.0 255.255.224.0
o . 116.50.56.0 -
77 (BEREED) [116.50.56.0/21 116.50.63 255 116.50.56.0 255.255.248.0
" 208.87.232.0 -
b (& S 208.87.232.0/21 08 87 239 255 208.87.232.0 255.255.248.0

Cloud service data center (cluster) IP addresses and port numbers

https://support.forcepoint.com/KBArticle?id=Cloud-service-data-center-1P-addresses-port-numbers
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Using Chained Proxies > Squid Proxy

https://www.websense.com/content/support/library/web/hosted/proxy chaining/squid_ntim.aspx
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Directory synchronization
https://www.websense.com/content/support/library/web/hosted/dsc_admin/first.aspx
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End-user self registration and bulk registration
https://www.websense.com/content/support/library/web/hosted/admin_guide/wd_policy _enduser_upload.aspx
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NTLM transparent identification registration
https://www.websense.com/content/support/library/web/hosted/admin_guide/ntim_id.aspx
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1) EBVITHAATIER
https://admin.forcepoint.net/portal Security Portal
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End Users

You must define users in the cloud portal in order to enable policy enforcement. How would you like
to define users?
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3-1. 7“5“}7 I) Z Fs 7I_\|7 4 F IJ Z I\@ﬁﬁi(i DASHBOARD REPORTING EMAIL WEB MOBIL
FCustom CategorieSJ 75\ l:_) CSVjT’f)lx—C“— %ﬁﬁi POLICY MANAGEMENT SETTINGS

Policies General
Time periods File Sandboxing
%0)?&\ rjIj\TRU :/_ (POIICleS) 75\[:_')\ %ﬂ—:ut/_ﬁ': » Custom Categories Bypass Settings

Block & Notification Pages Domains

jJ A 9 -L\jj 7__:|\\ U € E& EE Content Classifiers E"dp""“. '
7‘5“/ OUZI“ > 7‘|:|“J 7 (BIOCk) ::ls;:?fg:t:zg::amCalegories@
RITAR)RL » TOvHIL%ELY (Do not block) £L<IE
Tt XEFA (Allow access)

General  Connections  Access Control ~ Endpoint ~ End Users | Web Categories | Application Control ~ Exceptions

Web » Custom Categories

Custom Categories

Requests are filtered into categories. Your po
File Blocking  Data Security =~ Web Content & Security

Categories Category Descriptic
Configure filtering actions and SSL decryption for web categories. A“OW Google,com and
SSL decryption: m The Forcepoint LLC root certificate must be installed on the end user workstations. naver.com
Search | Quick select ... v | x
= - Block mail.google.com Block mall.google.com
& Custom Categories fhcti
ction:
- Allow Google.com and naver.com & x “ "
- Block mail.google.com =) () @ Allow access EXCGDtIOﬂS_WhIteLISt
Exceptions_WhiteList 1 @ =9 Do not block
! Fac.eb(?ok for Work — ) @, Require user authentication Faceb00k for Work
- WhiteList_LocalGov_Japan 6
() & Confirm P s
I—— 09 |0 @useauots WhiteList_LocalGov_Japan
- Aborti
I A s =) g ® © Block access ~
} Advocacy Groups 17 Block page: | Access Blocked v Add Import File Copyright © 2018 Forcepoint. | 9
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DASHBOARD REPORTING WEB MOBILE ACCOUNT

Web » Policies ) TEST1

Policy - TEST1

General Connections Access Control Endpoint End Use Web Categories | Application Contr(
‘eb Content & S¢

Categories

SL decryption for web categories.

lhe Forcepoint LLC root certificate mu
—-—— -

Configure ing actions a
ssL decrfption: [
Search

= Custom Categories

- Allow Google.com and naver.com
Block mail.google.com

- Exceptions_WhiteList
Facebook for Work

- WhiteList_LocalGov_Japan

= Standard Categories

- Unknown

* Abortion
Adult Material

- Advocacy Groups
Bandwidth

- Business and Economy
Collaboration - Office

* Drugs
Education &

- Entertainment

# Extended Protection

|- Gambling

1 Quick select ...

(

No categories selected
Action:

o

“

@0 00H00E
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Policies
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DASHBOARD REPORTING

SETTINGS
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File Sandboxing
Bypass Settings
Domains

Time periods
Custom Categories
Block & Notification Pages
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Full Traffic Logging
Master Database URL Categories &'
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4) TURRAURI TR T DEA
4-1. TRRARY TRz 7 OAHO—FK
4-2. DZATIADAVAN—)LEFEER

Deployment Settings

GPO
code:

<WSCONTEXT= —

gc';(:‘,;j“ using a Group PolicyROj > 75’(7>|‘ﬁﬁ1ﬁ*’\0)’r>XF—)lx:7>F
cmd> setup.exe V'"WSCONTEXT=xxx-X"

Supply a password that must be used to unin (WSCONTEXT[i;@%ﬁ'lﬁ#&"—a‘/j—F'C*"?-)

page if forgotten.

@ﬂ-ﬁmpenng Passt > l_ﬁhiﬂﬁq:_':.?,/’ryxh_)b_d_é:
Endpoint Client Download t?ﬂﬁjt?jéf:&)@?‘/?—/}“// "Rl
INRAT—RZEERTE

Download the version of endpoint client software YOU warit (o Iisidin Uit eTu=user 1miacinies:

Endpoint type: () Direct Connect (i) > Proxy Connect T P/‘I'f’f‘/ k2

<! ) Proxy Connect z> e I~"b:|:7€087°5“}|~77j'—1x(:3733b

> N . ~
Platfor€C__ Windows 64-bit_| v 1> BTH I E—F
Available versiof ; 1.5.8.2.2424 E @ease notes Supported on Windows 7, 8, 8.1, 10
HAora—KRysy

I

DASHBOARD REPORTING

POLICY MANAGEMENT SETTINGS

General
File Sandboxin:

g

Custom Categomia Bypass Settings
Block & Notification Pa Domains
Content Classifiers » Endpoint

Full Traffic Logging

Master Databa

se URL Categories ('

# Forcepoint TRITON AP-ENDPOINT Web Diagnostics Tool
PAC file URL:
e System information http:{fwebdefence. global.blackspider . com:8082/proxy pac?p=b929rbsg
Look up DNS: Succeed
@ Network diagnostics Hostname: webdefence.global.blackspider.com
Address: 208.87.235.180 (United States)
* lookup time: 171 ms
0 PAC file status
Test Cloud connection speed:  Done
Werifying PAC file URL:
Downloading PAC file:  Succeed
Download time: 905 ms
) System information Verifying file content:  Passed
) Network diagnostics Downloading PAC file:  Succeed
- Download time: 905 ms
@ PAC file status Verifying file content:  Passed
Downloading PAC file:  Succeed
Download time: 904 ms
Run Diagnastics Verifying file content:  Passed
N ~ e
> BRIRLAR P 7 AV =—
l'/ F : b lect Endpoint Info ...

T~ DEFARNITHER

PEY—ILEEBLTEAIS VT —4 ﬁ
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Proxy Connect (PCEP) Direct Connect (DCEP)

N

DCEP®D %1% - $IfB =15
» PACO7AMIILIEERE
» RS —IFO5ORH—E XA D

Origin Server Origin Server | Bf%
> REEAVTIOYDHITIRY
—ERIT7YTA—RLTHH . Bt
T \L a TovIEI7ayy
> TS5H LS E80- 4437 R—b D
Forcepoint Forcepoint H % hi
Cloud Service Cloud Service » DAIILRARF Y LL

» DLPERG (BIVYa—avd

T l \:\ DLP Endpoint 0 = F| FA% #E 5%)

.

» Windows & & macOS »this

X BEILFBDAL%L [Proxy ConnectJDZ (@ /Hz#HZEL THYET
F Copyright © 2018 Forcepoint. | 12
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DASHBOARD REPORTING

POLICY MANAGEMENT SETTINGS

Web > Policies » TEST1 > : 0) I'b 17‘7'_: U :/_ 0) ﬁﬁ%l_ﬁéﬁéﬁ » Policies General
POlicy - TEST1 Time periods File Sandboxing

Custom Categories Bypass Settings
General Connections  Access Control Endpoif pb Categories  Application Control Exceptions Block & Notification Pages Domains

File Blocking Data Security =~ Wep Content & Security

Content Classifiers Endpoint
Full Traffic 1 oaaina

T
User Management Registered Users es &
Use this page to search for end users who malch criteria

You can invite users whoa o register themselves (for example, if they do not have email addresses in | ¢ a0 use

Search Criteria Show in Results
y " S v Name: |* v
Currently there arg 4 registered users or) this policy.
v Email address: v
NTLM identity: v
Invite an end-user Bulk register end-users Emai policy: @
Web password: v
Enabled for web access: v
Self Registration Grotps v

resultsto| 10 | v | per page

Your end-users can register themselves with this policy if they have an email address on one of the configured e

Domain Include Subd . A“ P Ty #lion first, then select users by clicking the checkbox(es) at the left. (Note that some actions are not valid for all users.) To perform the action, click ‘Go’.
Please selectan action... | v
fp-jp.com "4
Found 4 user(s).
Add

Mail Web
Name Email NTLM ID policy password Enabled Groups

4 ”S ea rCh « 75\ 6 ﬁ fié *L —C L \ %) a— "j:§ EE Ezg\ o Gemojpn usert | 9emojpn.user1@50966-5671 proxy | DEMOUPNwsert Not set Yes

demojpn. 56716~
R ok oo alior. sy demojpnladministrator Not set Yes

I
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T ARNA URL
> FIFLADYI TR —RETI OIS YT T HAh

Gambling (F¥>7IL) hxxp://777 [dot] com/
Adult Content (P& LK) hxxp://playboy [dot] com/
Malicious Web Sites (Bt xTHAF) hxxp://www.eicar [dot] org/download/eicar.com.txt

> BURRYIZDEEHERE Y A+

hxxp://testdatabasewebsense [dot] com/threatscope/wbsn-ts-test-1_sbx_test.exe

Web Security Cloud 4 —EXZFI AW FAREBIZHIMHKIZT, T3 PDNSLIELDURLATIVERALET,
TOERTBETTAIFT O O—RRILETH, HURRYIINER SN BHA—ILESRICETHERDEMA— LA B EE THRLZSL,
CEEAETOVSLBRBTOTSLANFHELTOSGESE. FOVO—RENzBAT. VMILRELTRESNET . RETAY S LESBRIZEL. £
LLET7 A A= ILLTzimRICTT AL TLZELY,

» Z5E: B hTI) T AN AR

hxxp://testdatabasewebsense [dot] com/

X BES MDD, httpZhxxp~ANEBELTEYET . Ff-. —88 " Z [dot] ~NEBLTHEYFET . REDT
TRARICIFERLTTY VAL TS,

I BRIEBYICEELLGLMES FTRHIZSL,
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» LinuxY—/\ 70X 8% E
IVRRAVIRGZFEATELRVLINUXEED Y —/NIZIF BEERTOF Y —/IOT7RLR BLURIZ7 IR —HFZ /N
AI)—F#BREL. Y—ERFIRARKFICIEIR— 9B ALET,

YUuMGZEBES BT T 7— a3 TOSHRRERE SR HENTERWNGE(E, BAIZERELES .

- Jetc/environment [Z3B70

http_proxy="http://1—4 % /XX —FK @webdefence.global.blackspider.com:8081/" Tips: 1—H % = A—)LT7FL A

https_proxy="https://1—+#4:/ XX 7 —K @webdefence.global.blackspider.com:8081/” TY,@ [£"&40" ITEEHRAT
BRELEY

- letc/yum.conf [Z3E/0 15) maobara@forcepoint.com

proxy=http://1—4 %7\ X7 —K @webdefence.global.blackspider.com:8081 — tamano&40forcepoint.com

(C5% XA E]
$ curl -v --proxy http://1—44:/Y X7 —K @webdefence.global.blackspider.com:8081 -L http://www.hostname.com

[1—HRNRT—F@ ZELTAFLERETELINGE]
A—HEMOTITRFSNGLEDT=0 . RIEBDRHENTELGALYET S, Web Security Cloud DR
r U—REICBVT, BBEAEEEIESE S ENFRETY LT RIFREZ SRS,
4
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> SREEEEIERE
REBEHRI—HRHEFTNTELOVANSD T HEAEIZIE., Firewall DHE OIPE &N ET. BENDYIIRYL—%EAT
HIENHEFET,

B

1T

"IP7RLR 12H-YD#ERAFRER DT RIS —#IF1DERVET,

CIURRAD MR, A=Y v RO F 27 I+ — LRERE T1— Y hi%E

ETEDHAF. TOIVFA—YMNEY B TONIZRI O —NBESNET,

I

fARAND X 2

Policy - SERVERS

General | Connections = Access Control ~ Endpoint ~ End Users ~ Web Categories  Application Control  Exceptions

File Blocking  Data Security ~ Web Content & Security

Proxied Connections

This policy applies to browsers from the following addresses:

( Ejj_lfl
1) HENOGIobal IP (EE(EFirewalld (24— Ry EIDIPTRLR) %

Web > Policies > “#E DR —%" > Connection 2T A,
Proxied Connections 2% %
2) Web > Policies > “BE DRI —8&" > Access Control 2T A,
SUFREAVERDIERIZERE
Only authenticate when:
Connection is from an unknown IP address.

Requested site is in a Web category that requires user authentication.

tDOFyoREU 5T
3) Web > Policies > “4FE D7R')>—%" > Endpoint 2T .
Endpoint Installation
Deploy endpoint software on user machines for: OF v %53
4) Web > Policies > “4FE DR —%" > End Users 2T,
Self Registration 1Z Windows KA1 >4 (il xxx.local 71 &) & 8%

Ci lion Name Description Type Time Zone
1) HibiyaCentralBldg_DevIP IP Address: Asia/Tokyo
Add
Web » Policies » SERVERS

Policy - SERVERS

General Connections  Access Control Endpoint End Users | W

File Blocking ~ Data Security ~ Web Content & Security

User Management

You can invite users who are unable to register themselves (for example, if th

Currently there are 1 registered users on this policy.

Invite an end-user Bulk register end-users

Self Registration

Your end-users can register themselves with this policy if they have an email

Domain Include Subdomains  All Policies

4) ) :

Copyright © 2018 Forcepoint. | 16
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P A=y YRR F 17 T+ —LRIEEFAT H1—Y DER Policy - SERVERS
FEIZTHBALZEL-LinuxH— /N2 EENDPOINTY 7917 DE AN TELRWIFERE T2,
A—HEBMENRT—FDHREEXHELN-LET,

[FHR] R—2w OB D A—HIZ/INRT—FZEEBRET 5-OIZIE INRAT—R R EZF @A
FAA—IJLTRLANKLETY, User Management

General Connections Access Control Endpoint End Users

File Blocking Data Security Web Content & Security

{Efl' — 7'7— 3%] You can invite users who are unable to register themselves (for example, i
ax e /7 1)
1) Web > PO”CieS > “:F%;HE O)ﬂ_su :/_% ” > End UserS gj‘m . Currently there are 1 registered users on this policy.
User Management 75\6 Invite an end-user éig*R Li?‘ Invite an end-user Bulk register end-users

(EHL—TE—E(ZB 8% T DMRIZ(X Bulk register end-users %:&1R)

Web > Policies » > Invite End User

Invite End User

2) Name: (B8 (RR—RELHAEZELLY)). vame [
Email Address: (A—JL7KFLX) AL "Save” RELET 2) -

3)2) TERELIZA—ILTFFLRBETIZ NRAT—FEREBEENEEELT e s
4) )E=E ll \T: Ij V@ ’r-L\ U R L(:Tatx L,-C/ \ox '7 - F‘é TRITON AP-WEB Portal <bounce@websense.com> 3) o) Cloud security Registration
EQEE Las-g_ :ello linuxuser, “
'>:< : : -GEQEE L/T: / \07( Ij - Fé 70 D ’J'F:/-'j-_ t\‘ Z ‘rl;o ﬂqi/mur re_lgistratilon. fo/llov; this I’ink: Please enter your new password
FAB O/ RT—RELTHRED W EEET —
= —_ = S ) s M- ) onfirm password:
_>:< 3) 4) ‘i E KEE% IR ,\EQ;HE L \7!—: 7!—: < . t 75\ & ;Esz-d— This link will be valid for 24 hours. 4 — —
Web > Block and Notification Pages ™58 ELES ™ )

I } Copyright © 2018 Forcepoint. | 17



A—HEOEMNIT IR —EBTFELHEFET

A—H RN TEBRRETIE, ERIZTIELREERET HEMNHEEET, [Exception] (l4t) 5RE EFEV
9, =/ \DoDT7IERIFRAZIEIZLEZUDDN, BEDEFB ALY IN I TEDEFHICHELG YA
DT IEREHAILI=L, EWVS = {FRAARIZERITY,

EFFa) Categories
H “® | ” - % £
1) Web > Custom Categones ~NRI A JAk %ﬂﬂﬂis Eﬁi Configure filtering actions and SSL decryption for web categories.
.. « orr a ” . 8 SSL decryption: OFF The Forcepoint LLC root certificate must be
2) Web > Policies > “4¥E D7R1J—%" > Web Categories 7 A
Category Exceptions [ZA—FRIDBFENETERNEEZ AN Note: SSL decryption settings will not be applied until this setting is enabl¢
- T3V 7R %E A Allow access ZFHEE —— -
-1) TRELE DREL-DTTULERTE e
- BINBEERROT1—F | ELLET T L —F 1% 6T o e
o - ) . E Abortion (=17]
3) Web > Policies > “4FE DR —%" > Web Categories 27 A, @ Adult Material =X7,
Categories @ Standard Categories & 7' 0% Block Access %3&EiR - Advocacy Groups 3) | ©9
& Bandwidth (=17
Category Exceptions y o~ @
2) Displaying all exceptions. g @
in ns. 9
Name Categories Users / Groups Action Applies = State e Q
Allow Exceptions Exceptions_WhiteList Those not in group Group2 6 Allow access | any time m g g
F
Block Servers Block mail.google.com = Those not in group Gourp1 e Block access = any time m

[Tips] "Allow access” ELTEESN=Y M. X2 )T LOBBEDOEREZ) 7 ILAALIZOVTY
F EFIvILFET DT, BRDH A RIS ALED XL T AV TUMNEIZIZTAYIESNET, orcepoint. | 18




HWELFa AVt TEERBR
CRALERBL, —RIENS7LVBETO S Sl A B R ERREELHELEDTY .
ZOMISBHABRENTEVET HbOE THANF 1AV M TSRIZE,

» BIBREa AL - FAQIEE

LBt YAR—k Ak hitps://support.forcepoint.com
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