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Fortigate OS

Version4.0MR3Patch12

http://gold.nvc.co.jp/supports/fortinet/OS/

Fortigate

oS

Version4.0MR3Patchl1l

Version4.0MR3Patch12

Version4.0MR3Patchl1l

Version4.0MR3Patchl1l

Version4.0MR3Patch12

Version4.0MR2Patch15

Version4.0MR3Patch12*1

Version4.0MR2Patch15

Version4.0MR2Patch15*2

Version4.0MR3Patch12*1

Version4.0MR1Patch9

Version4.0MR2Patch15

Version4.0MR3Patch12*1

*1: Version4.0MR2 MR3
3.2
*2: Version4.0MR2Patch15

http://gold.nvc.co.jp/supports/fortinet/OS/FortiOSv4.0MR2p6 revl.pdf

Version4.0MR2Patch15




3. v4.0MR2
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v4.0MR2patchl5 v4.0MR3patchl12
3.1 config
DNS Server
dns-query recursive/non-recursive VDom
config system dns-server
(CLI )
Ping Server
Ping Server gwdetect VDom router
config router gwdetect (CLI
)
SNMP community
SNMP IP
AMC slot settings
config system amc-slot ips-weight balanced
less-fw
Web overrides
FortiOS v4.0 MR2 Patch4 FortiOS 4.0MR2Patch14 Web
Firewall policy settings
amc-XXX
config firewall poicy ips all_default default
URL Filter
URL action Allow Pass Expect Block Allow Monitor Exempt Block
FortiOS 4.0MR3Patchl Allow Monitor  Allow
FortiOS 4.0MR2 Pass FortiOS 4.0MR3Patchl  Exempt

CLI set action pass

set exempt pass
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FortiGuard Log Filter
config log fortiguard filter

FortiGurar Log Setting
config log fortiguard setting qguotafull  use-hdd

3.2

FortiOS4.0MR3 FortiGate UTF-8

FortiOS4.0MR2 2

FortiOS4.0MR2 2 2
Web

Web
FortiOS4.0MR3 Web CLI
FortiOS4.0MR2  WebUI config
config
5.Web config

3.3 Fortianalyzer

FortiOSv4.0MR3Patch12 FortiAnalyzerv4.0MR3Patch6
FortiAnalyzer ver FortiAnalyzerv4.0MR3 Patch6 FortiAnalyzerv4.0MR3Patch6

http://gold.nvc.co.jp/supports/fortinet/OS/FortiAnalyzer%20VersionUp%20Manual v436.pdf
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4. v4.0MR3

v4.0MR3patchX v4.0MR3Patch12

4.1

Historical Report

PC
FortiGate40C, FortiGate60C, FortiGate80C
FG300C Disk Logging
FG300C v4.0MR3 v4.0MR3Patch6
v4.0MR3Patch?
6.FG300C
FG300C v4.0MR3Patch7 SQL RAM
RAM 10
SQL
Disk Logging
Fortigate FortiOSv4.0MR3Patch12 disk
extended
FortiCloud

= Fortigate40C

= Fortigate60C

= Fortigate80C

= Fortigate80CM

= Fortigate300C (PN: P09616-04 or earlier)
< Fortigate200B HDD
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SQL logging upgreade limitation
FortiOS v4.0 MR3 Patch12 RAM
SQL RAM 10
SQL
FG-100D FG-300C

4.2 Fortianalyzer

FortiOS v4.0MR3Patchl2 FortiAnalyzer v4.0MR3Patch6
FortiAnalyzer ver FortiAnalyzer v4.0MR3 Patch6 FortiAnalyzer v4.0MR3Patch6



5. Web
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config

v4.0MR2 Web

v4.0MR3 Web

WebUI CLI

CLI CLI
51
7.4 (8) config
5.2 config
(1) 7.4 (8) config
(2) config config webfilter content config webfilter urlfilter

end

config webfilter content
edit 1

config entries

set lang japanese
set status enable
« )
next
end
set name "test"
next

end

edit "&#x30c6;&#x30b9; &#x30c8;"

config webfilter urlfilter

5-2-2.

() (2)




(4) (3)

<html><body><pre>
</pre></body></html> (

8-2-4.
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je—

<html><body><pre>

config webfilter content
edit 1
config entries
edit "&#x30c6;&#x30b9;&#x30c8;"
set lang japanese
set status enable
« )
next
end
set name "test"
next
end

je—

</pre></body></htmI>

5-2-4.

html
html

i BREAD @

config webfilter content
edit 1
config entries
edit "T A k"
set lang japanese
set status enable
next
edit "T & &
set lang japanese
set status enable
next
end
set name
next

"test®

end

5-2-6.Web

10



Network Value Components. Ltd

(7 (1) config config webfilter content end (7
config webfilter content
edit 1
config entries
edit "
set lang japanese
set status enable
« )
next
end
set name "test"
next
end
config Web urlfilter
5-2-7. config
(8) (7 config UTF-8
(9) (8) config 5.Config
(10) config 5.Config

11



6. FG300C

Network Value Components. Ltd

FG300C v4.0MR3 v4.0MR3Patch6

v4.0MR3Patch7

FG300C v4.0MR3~v4.0MR3Patch6 v4.0MR3Patch7
6.1
PC ( ReleaseNote
)
(FortiGate )
config (Fortigate 3.
)
( 6.3 )
6.2 GUI
(1) FG HTTP/HTTPS PC
(2) PC FortiGate
( URL https://XXX.XXX.XXX. XXX http: /XXX XXX XXX XXX
x FortiGate IP )

®3)

12




6.3
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(1) > >
PC
FortiGate 300C
AT D UTlviaf b E0SESLO-F &) SRS ~
i T P
=5
Rz — bl 2012-10-.. 20:48: =sh(172.16.1.1) lagout Administrator admin timed out on ss
DA Pl — AT & 2012-10-.. 20:48:.. z=h(172.16.1.1) login Administrator admin logged in succe
4 2012-10-.. 20:47: https(172.16.1.1) login Administrator admin logged in succe
uTM ZOz=AL . - ) :
5 2012-10-.. 20:46: https(172.16.1.1) login Administrator admin logged in succe
VPN 6  2012-10-. 20:20:. We Log disk is 93% full.Systerm will over
Sl Fi 2012-10-.. 19:50 uE Log disk is 93% full.System will aver
WANBE{E RS v oisa g 2012-10-.... 18:20; ™ Log disk 15 3% full.System will over
- = = 9 2012-10-.. 18:50 L] Log disk is 93% full.System will over
MVLAI2EA—Z 3 L : 1
£ — 10 2012-10-.. 18:27: https(172.16.1.1) legin Administrator admin logged in succe
g O5auf—t S S e nar :
. ; RYOT-Va: FAAD M4l /13 % M
258 S T—h1F 7oA =1 I
W ok O =
Date Time 2012-10-24 20:50:29 2013 !
e FOFIA DS
n Web Dqil2 05 271 20:50;39 L)l warning see
om PAUT =g OF U l-Fiwd admin ID 32010
ow HIEEOS |
. . Ao Log disk iz 32% full.System will cverwrite old logs
- n Email 2ril-s 07 when reaching 93%.
-n DLP O5
e bSTqeb 04

()

6.4

6.5 WebUI
Fortigate

4. WebUI

6.6 config
Fortigate

config

PC

6-3-1.
1)

Fortigate

Fortigate

3. Config

13
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6.7 6.8 Fortigate 5. CLI
6.7 (OSs )
Fortigate 5.CLI
2
(1) Press Any Key To Download Boot Image.
Enter G,F,B,Q,or H F
All data will be erased,continue:[Y/N]? Y
Enter G,FB,1,Q,or H: ~F
All data will be erased,continue:[Y/N]? ~Y
Formatting boot device...
Format boot device completed.
6.8 CLI
Fortigate 5.4
6.9 (Log )
CLI
(1) execute formatlogdisk

FG300C3911602818 # execute formatlogdisk

Log disk is /dev/sdal.

Formatting this storage will erase all data on it, including
logs, quarantine files;

and require the unit to reboot.

Do you want to continue? (y/n)y

Formatting the requested disk(s) and rebooting, please wait...
Formatting the disk...

- unmounting /data2 : ok

- unmounting /var/log : ok

- unmounting /var/storage/FLASH2-38AD707D21A52A84 : ok
Formatting /dev/sdal ... done

The system is going down NOW !!

14

54

(3)~(8)



6.10 config
Fortigate

6.11
Fortigate

(1)

) IPS

SQL
FG300C
SQL
(1) GuUlI
Logging

3. Config

Network Value Components. Ltd

exe update-now

Fortigate

Enable SQL

FortiGate 300C

L=z
R —
FrA T4 = NATI <t
uTM o771

VPN

21

WANRS{E R i
DA YLRIAO-S

- OsauR—t

w38 D587 - PR
w5 UR—FPoER

@-{l}, FAMS

-y D4R

()

T OS L)

< [l Enable 5QL Logging ’
EES= - FadO—F

e

@ Fortidnalyzer (U740 Ly)

IPFELA

FAMS (B at 00:00)
Login

[T yE—tsyslogt—/! {537E

[¥| Event Logging
[CEnable Al
VAT LT OTAE T~k
[¥] DHCPH —E 2~k
PEE AU

=

6-12-1.SQL

GUI SQL

15

7] 1PSectoi T —iraimf ot
[¥] L2TP/PPTP/PPPOEH —L* 24~k
V] HAT 5T ATt

==
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Go SQL

& FortiQSEF o 1 7L —F IR EUHESSENET. 4.0

MR3!

FortiGatalfd | —FF A7 20 a gt At - WO T, PERDSOLT — 24— 21
RFMTEE T, S NAIT FEIRG LS = TR ET,

SQLERRN 0T, WEOOFESQUER CRALE T. 'GoE i,

| o | AEERE.

6-12-2.
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