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1. EICHIC

K< == 7 L FortiGate ® OS /_X— g BRI~ 9 D Ver5.6.3 ~7 v 77 L— RT3BOFE

FIFHZOWTEH L TWET,

BARA 72T v 77 L— RFNEIZOW T, UTOFIEEEZSRLIIZEN,
https://gold.nve.co.jp/document/fortinet/tech/tech _doc/FortiGate 7 » 7 7 L — FFJEE pdf

2. TYFTTL—F/ X

BUEZFIM D OS N—aNlio TR, N—2ar Ty TP ZBBERNATOMLENTSNWES, Tt 7 v 77 L— X
AP A N TN E, THAAN—Y g VZEDERET v 7 L — RFRIRZ{T> T E &0,

https://docs.fortinet.com/upgrade-tool
#FortiOS 5.2.9 LIFidD OS o7 v 77 L— RT3 BHFF, —£ 529 FTT v 77 L— RIAWE®R, 7Ty 7 7
L— R2RRIZENAA—D g U7 v FEEBEL DS,



https://gold.nvc.co.jp/document/fortinet/tech/tech_doc/FortiGateアップグレード手順書.pdf
https://docs.fortinet.com/upgrade-tool
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3. B R—M g

FortiOS Ver5.6.3 Z VR —hL CWAREFEIX FERO@ED T3,

e ) — X

P

FortiGate

FG-30D, FG-30E, FG-30E_3G4G_INTL, FG-30E 3G4G_NAM, FG-30D-POE, FG-50E,
FG-51E, FG-52E, FG-60D, FG-60D-POE, FG-60E, FG-60E-POE, FG-61E, FG-70D,
FG-70D-POE, FG-80C, FG-80CM, FG-80D, FG-80E, FG-80E-POE, FG-81E, FG-81E-POE,
FG-90D, FG-90D-POE, FG-92D, FG-94D-POE, FG-98D-POE, FG-100D, FG-100E,
FG-100EF, FG-101E, FG-140D, FG-140D-POE, FG-140E, FG-140E-POE, FG- 200D,
FG-200D-POE, FG-200E, FG-201E, FG-240D, FG-240D-POE, FG-280D-POE, FG-300D,
FG-300E, FG-301E, FG-400D, FG-500D, FG-500E, FG-501E, FG-600C, FG-600D, FG-
800C, FG-800D, FG-900D, FG-1000C, FG-1000D, FG-1200D, FG-1500D, FG-1500DT, FG-
2000E, FG-2500E, FG-3000D, FG-3100D, FG-3200D, FG-3240C, FG-3600C, FG-3700D,
FG-3800D, FG-3810D, FG-3815D, FG-3960E, FG-3980E, FG-5001C, FG-5001D

FortiWiFi

FWEF-30D, FWF-30E, FWF-30E 3G4G _INTL, FWF-30E 3G4G_NAM, FWF-30D-POE,
FWEF-50E, FWF-50E-2R, FWF-51E, FWF-60D, FWF-60D-POE, FWF-60E, FWF-61E,
FWF-80CM, FWF-81CM, FWF-90D, FWF-90D-POE, FWF-92D

FortiGate Rugged

FGR-30D, FGR-35D, FGR-60D, FGR-90D

FortiGate VM

FG-VM64, FG-VM64-AWS, FG-VM64-AWSONDEMAND, FG-VM64-AZURE,
FG-VM64-AZUREONDEMAND, FG-VM64-GCP, FG-VM64-HV, FG-VM64-KVM, FG-SVM,
FG-VMX, FG-VM64-XEN

3.1 Special branch supported models

LIFDET IR E L FCREES TV ETS,

e e RS
FG-90E build 7719.
FG-91E build 7719.




v BREHRYFI—71a—avRRY
N c NETWORK VALUE COMPONENTS

3.2 VXLAN supported models

AFDEF7T /LT VXLAN AR — h &R TWET,

B ) — <

P

FortiGate

FG-30E, FG-30E-MI, FG-30E-MN, FG-50E, FG-51E, FG-52E, FG-60E, FG-60E-MC,
FG-60E-MI, FG-60E-POE, FG-60EV, FG-61E, FG-80D, FG-80E, FG-80E-POE, FG-81E,
FG-81E-POE, FG-90E, FG-91E, FG-92D, FG-100D, FG-100E, FG-100EF, FG-101E,
FG-140D, FG-140D-POE, FG-140E, FG-140E-POE, FG-200E, FG-201E, FG-300D, FG-
300E, FG-301E, FG-400D, FG-500D, FG-500E, FG-501E, FG-600D, FG-800D, FG-900D,
FG-1000D, FG-1200D, FG-1500D, FG-1500DT, FG-2000E, FG-2500E, FG-3000D, FG-
3100D, FG-3200D, FG-3700D, FG-3800D, FG-3810D, FG-3815D, FG-3960E, FG-3980E,
FG-5001D

FortiWiFi

FWF-30E, FWF-30E-MI, FWF-30E-MN, FWF-50E, FWF-50E-2R, FWF-51E, FWF-60E,
FWF-60E-MC, FWF-60E-MI, FWF-60EV, FWF-61E

FortiGate Rugged

FGR-30D, FGR-30D-A, FGR-35D

FortiGate VM

FG-VM64, FG-VM64-AWS, FG-VM64-AWSONDEMAND, FG-VM64-AZURE,
FG-VM64-AZUREONDEMAND, FG-VM64-GCP, FG-VM64-HV, FG-VM64-KVM,
FG-VM64-NPU, FG-VM64-OPC, FG-VM64-SVM, FG-VM64-VMX, FG-VM64-XEN
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4. 7T L—KEEEIR

41 Built-In Certificate

FortiGate 3 X O FortiWiFi @ D 2V — XLl Ficid, DH Z/L—7 14 @ 2048 t v b EFHEZ{# 4 504
#® Fortinet_Factory sEFHENH L UHA VAR — SN TWET,

42 FortiGate and FortiWiFi—-92D Hardware Limitation

FortiGate-92D # X Of FortiWiFi-92D (HAARIEE M) Tk, HA BEOHERICRIER H Y £4, LIT Ok
RN ELZITET,

- PPPoE TORAGA KL, HA 2B S 72\

“IPv6 Oy EI3 Ry L TLE I,

- FortiSwitch 7 /34 A3 &g,

Ry =27 a5 Tk, STP(RR=2 7 ) =)D )L— T R34 2 Al EEM N 3 5,

F7-. FortiGate-92D 3 X O FortiWiFi-92D |X STP # ¥ A — k LEHA, ZiLHDOFEIE FortiOS 5.4.1 Tk
BEINELEN, HiLna<wy ROBEANIHED, WS OPOFKIRFELAHY 3, T 740 MIBFEHTT,

config global

set hw-switch-ether-filter <enable | disable>

Menable D%GHE

- ARP (0x0806). IPv4 (0x0800), 3 X UNVLAN (0x8100) /37 hH3FFAl S E T,

-BPDU I Fuy7andiz, STP L—7 03 8AELEE A,

* PPPoE /X7y NI Rue vy 7SET,

- IPv6 Ty MEIRmry 7 EnET,

- FortiSwitch 7 /31 A3 S E A,

Xy U= AR VL > TUIHA DR ENWESEERH Y £,

BMdisable %5

T RTONRTy NEATRHFAI SN THET N, Ry bU—2 bR K-> TE, STPAL—7DR8AET S
AREMER BV ET,
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43 FG-900D and FG-1000D

FortiGate-900D( H A3 72) 5 L O FortiGate-1000D TiE, 3D NP6 OF v 7R EH SN TWETHR, A
HEWITIDRNT 7 4 v I NERIRDEE, CAPWAP N F7 7 4 v/ DA 70— RNERTE ¥ A,
AN EHDNFEC NP6 T I TWHIGEE, A7e—RFRaivEd,

|=“.|=rr|nzr : ﬂ gt L LLL
I1

o :Ililéxix?;ux I ®
s

fr;--u@@- L H

FartiASIC FortiASIC
MPE& MPE

Systarm Bus

i
—_

FortiGate-1000D @ SPU El&

s
m..
!
""-J"'
1:}‘
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4.4 FortiClient (Mac OS X) SSL VPN Requirements

Mac OS X 10.8 T SSL VPN #f{#fl9 5% & &%, FortiOS T SSLv3 Z AT A0 ENH D £,

45 FortiGate—VM 5.6.3 for VMware ESXi

VMware ESXi ffl FortiGate-VM v5.6.3 (3 _XTDOEF /L) (X VMXNET2 vNIC K7 A X&HHR—KLTEY
FHA,

46 FortiClient Profile Changes

Fortinet tX =2 V7 4 777U v 7 DEATHZ LIZLD ., FortiClient 7’17 7 7 A /LiX FortiGate ’C“E%ﬁéﬂ
%X 912720 £9, FortiClient 7' 12 7 7 A /L & FortiGate |ZBIE, =2 RARA v ha 7T 47 U A EITfE
HENTEY, FortiClient Enterprise Management Server (EMS) % FortiClient Ofdfii & 7 m by a =2
TV S ETS
FortiGate @ FortiClient 7’2 7 7 A L%, T F 7 AL A, Web 7 4 V%, Weggthxx v, 77U r—3
VIFAT A —AIRE AT T4 T v R % FortiClient HRE T,

-5 -



BRRHRYFI—7/ -V KR
ch NETWORK VALUE COMPONENTS
ZI b DOEEILX. Non-Compliance Action 5% /E % Block £721X Warn ([T ET H Z ENTEET,
FortiClient = —#—(%, FortiGate D27 J7 A4 7 > AFEHEZ =T L 2 ITHEZ = — I MVICAE T CX £7,
FortiClient EMS #fiH L C=> RARA > hEEFWIC T Y a =0 73526 TXxEd, EMSITIT,
VPN kU RARZEOMDEEIRA T a g EOBIERO Y R— b EENLTVET,

L, FortiOS N> R7 v - %2747 77 A 28R LT EE N,

47 Use of dedicated management interfaces (mgmt1 and mgmt2)

R B ENEESEL DI, BN 74 v 7 HHAOEHEF—F (mgmtl 8L mgmt2) ZHHL TS 7ZE
VW RO NT T 4 PR TEHAR— FEAEHA LRV TL EE N,

4.8 Using ssh—dss algorithm to log in to FortiGate

N—3 g2 5.4.5 LI TIE, SSH #H T FortiGate (22 7' A >3 5728 ® ssh-dss 7/ =Y A LDOEH TR
— a2 Y ELL,

49 DLP, AV

FortiOS 5.2 LIFiTlE, 7 v v 7 X=X 7 74/ FCHTTP A7 —4% ZA2a— K 200 OK/»7 7 A 7> MIik
EENTWE L7, FortiOS 5.4 LIEETIEX., 7 v v 7=k, HTTP A7 —# A a— F® 403 Forbidden 7?
TI5AT Y MIEEEINE T,

4.10 FortiExtender support

OpenSSL ©7 v 75— MMZ L V. FortiOS 5.6.3 Tl FortiExtender # & TX72< 720 £ L7=, FortiOS %
FortiExtender & —#&IZFEITT HLEIEL. 3.2.1 L7 EOH L N— 5 D FortiExtender 3 5 &%
BHHET,
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5. 7y L—FIZEALT

5.1 Upgrading to FortiOS 5.6.3

FortiOS 5.6.3127 v 77 L— N 2B8E. 7Ty 77 L= FARH->TT v 77 L— FaefTo TS IEE0y,

T w7 L— KT DHHNIT, AR— b 4433 7 admin-port ¥ 7-1% admin-sport (GRET AT L7 m—/ L), 7=
£ SSL VPN (B vpn ssl iBXEW) A STV RWNWZ & 2R L T EENY,

RN— 1 4433 ZHEH L TWAGAIX. 7 v 77 L— R34 %HiIZ admin-port, admin-sport, F7z{% SSL VPN 7~
— FERDOR— FNEFICERT LMERNH D L7,

FortiOS 5.4.5, 5.4.6, £721%£5.4.7067 v 77 L — KT 55451%, IPsec phase 1 @ psksecret 5% /E 2N KiL
HAREMENH Y £3, ZOXIRLEAE. T v 77 L— RIZ psksecret ¥ T & R T L TL 72 &0,

F72. OS D7 v 77 L— Rtk FortiLink &— RGN 72> T 5 8A1E. FortiSwitch 7> (FortiLink

A UHET2—ANED L H 7)) 802.1x ik RADIUS kT 7 ¢ v 7 8 FortiGate Z4 L T RADIUS #—
—ICEEEND LR 7 7 AT U — R ) — %2 FECTIERT D MLERH Y £,

5.2 Security Fabric upgrade

Fortinet Security Fabric Z# L T\ 556, LLFD OS 3R — bxfG &b £9,

e 0s
FortiAnalyzer FortiAnalyzer 5.6.1
FortiClient FortiClient 5.6.0
FortiClient EMS FortiClient EMS 1.2.2
FortiAP FortiAP 5.4.2 DL
FortiSwitch FortiSwitch 3.6.2 LA
% Security Fabric #pkkRs, 7 v 77 L— RIZIZNEFR ZZWET, LLFO URL 2 22 72 &0,

https://docs.fortinet.com/document/fortigate/5.6.0/fortinet-security-fabric
LD FortiGate T Security Fabric il SV CWA A, 777 U v Z7NOT T FortiGate 7 /31 A&
Fl—THIMLENIIWNET,

5.3 FortiClient Profiles

FortiOS 5.4.0 7°5 5.4.1 LUFED OS 267 w77 L— K L7=%. FortiClient 7' 7 7 A /Ui, VAR — bk Z7g
o len DPOF T a U EHIRT D L) ICERSNET,

7 w77 L— R, FortiClient 7’1 7 7 A L& RE L T, SRIEOE THEUICRE SN TWD 2 & Z s
L. MBS L TENDEET TS0, Ly e 7 7 AV EERLET,

-7-
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PLUF @ FortiClient 7' 7 7 7 A WAEEIL FortiOS5.4.1 LI CTHAR—F SN THEBY 8 A,
- B 72 FortiClient 7' v 7 7 A /L (XML #&% )
c CAFEFHEDRE, 7Y 3 v OBESERE, FortiManager D EH, ¥ v al— R EDOEERRE
Nph— Fo Ry NOBERITIIFTAT v hR_R—20aX 7 BLOSSOEE U F 4 =—T 2 b
VPN 7’rbva=r7
« AV a— UK, FortiSandbox THiER, BrRIN XA 72 & AntiVirus OFEMIERE
cF Xy NED T TAT YA K Web 7 4 V&Y T
« FortiOS GUI Z £ H L 7= 10S 35 £ U Android D% E

FortiOS 5.6.3 Cix, EXx=2VT 4777V v 7Dz KAKRA > ML FortiClient 5.6.0 A MEET1,
FortiOS 5.6.3 ~® VPN (IPsec VPN, Z7-i% SSL VPN) #i%¢121% FortiClient 5.4.3 Zffi i CT& 4723,

Security Fabric #EEICIZfEH T 8 A,

FEAZr = RARA  FOREEE P u vy g = 7ZiL, FortiClient =2 % —7 J A4 RGP — (EMS) %A1
A3 a8 LFET,

54 FortiGate—VM 5.6 for VMware ESXi

FortiOS 5.6.3127 v 77 L— K45 &, VMware ESXi A FortiGate-VM v5.6 (T _XTHOET /L) 1%
VMXNET2 vNIC KT A NZHR—F LTV ZHEEL I,

5.5 Downgrading to previous firmware versions

Forti0S 5.6.3 LV HIDT 7 — LT =T N=Va ANIF T 7L —FT5 L, TRTOET LV TREN KD E
T UTOREOHLFFINET,

+ operation mode

« interface IP/management IP

+ static route table

+ DNS settings

+ VDOM parameters/settings

+ admin user account

+ session helpers

- system access profiles
FEWVDOM 403 & 55613, ¥ U7 L— RENCRW VDOM 4 (K 11 7)) ZHE< TH0ENH D E
R

2.6 Amazon AWS Enhanced Networking Compatibility Issue

-8-
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HWAWS VM RN—V g O HH#EORMERH Y £,

FortiOS 5.6.3 DA A= HWAR—U g U NIXA T T L—RT 58, Xy N —7 8N LT,
AWS (Fa V=T 7B AEZRE L TN, XU T L —RENTEA A=V EEIETHI LIETTEEY
oo

5.6.0 NOLRIDON—Y 3 NZF 7 7 L— K95 L &L, Enhanced nic K7 A R"%&34T79 5 Z LI TEEH
ho LITFDAWS A AL v ANEEBELEZ T ET,

- C3

- C4

- R3

- 12
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6. & Fortinet MG EDHHR—KMZDULVT

6.1 FortiAnalyzer

FortiAnalyzer& FortiOS?D A HAPEIZOW TR, Pt X— IR FIEBRNTIVET,
https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/ea69b693-91cb-11e8-a49a-
00505692583a/fortianalyzer-compatibility - caveats.pdf

s FortiGate D7 v 7 7L —NRHijlZ FortiAnalyzer D7 7 7L —R&EATHOMENTZNET,

6.2 FortiManager

FortiManager:FortiOS™D A IZH>W T, Fit X— I iiE SN SnEd,
https:/fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/171deb22-91cc-11e8-a49a-
00505692583a/fortimanager-compatibility - caveats.pdf

*FortiGate D7 7 7' —KHijlZ FortiManager D7 7 7L —RZTHMTENHVET,

6.3 FortiClient

FortiClient & FortiOS O A #MEIILL F D@y T,
7Ty T —A oS N—v =z v
FortiClient for Windows FortiClient 5.6.0
FortiClient for MacOS X FortiClient 5.6.0
FortiClient for iOS FortiClient 5.4.3 LAK#
FortiClient for Android and VPN Android FortiClient 5.4.1 LL[&

*FortiOS ® UV — 2 TOERTT D T, FortiClient @ Release Notes b5 0O T IHER L 7280,

6.4 FortiSwitch

FortiSwitch (FortiLink &— K) & FortiOS @ H#E I ILL Fomm ) ¢4,

7T N T —2h OS N—T g v

FortiSwitch (FortiLink) 3.6.2 LARE

KFortiOS U ) — A H CTOBFHR TI DT, FortiSwitch @ Release Notes & 58 T IR L 72 & W,

-10-


https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/ea69b693-91cb-11e8-a49a-00505692583a/fortianalyzer-compatibility_-_caveats.pdf
https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/ea69b693-91cb-11e8-a49a-00505692583a/fortianalyzer-compatibility_-_caveats.pdf
https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/171deb22-91cc-11e8-a49a-00505692583a/fortimanager-compatibility_-_caveats.pdf
https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/171deb22-91cc-11e8-a49a-00505692583a/fortimanager-compatibility_-_caveats.pdf

6.5 FortiAP/FortiAP-S
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FortiAP 3 X U FortiAP-S & FortiOS O A ¥t IZLL T D@ T4,

7T KT —2h

OS XN—T g v

542 LI
FortiAP

5.6.0 LI

543 LI
FortiAP-S

5.6.0 LI

¥FortiOS @V U — X TOIEWTT D T, FortiAP/FortiAP-S @ Release Notes &8 T IR 17X

VY,

6.6 FortiSandbox

FortiSandbox & FortiOS O H#EIZLL FO®E Y T,

7T N7 F—2h

OS N—T g v

FortiSandbox

2.3.3 LUK

% FortiOS @V V) — 2 S TOFE#R T4 DT, FortiSandbox ® Release Notes & & H T IHER L 72 &V,

-11-
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7. BNEIRIE

7.1 M Web TS5 IHITDIVT

FortiGate ® WebUI # F£/RT HEEOHELET T o L7210 F97,

A N OS N—V 3
Microsoft Edge Version 38

Microsoft Internet Explorer Version 11

Mozilla Firefox Version 54

Google Chrome Version 59

Apple Safari Version 9.1 (for Mac OS X)

fiho> Web 77 7 WITIE L < BERET 2 rIREMED & VW £ 4773, Fortinet TIIHA— F S TWEEA,

7.2 SSL-VPN (Web E—R)DHHR—k=D\T

FortiGate ® SSL-VPN(Web € — R) THAR— SN TWL 7 F U HFDO—ETT,

7Ty N T — A TP NR—=T g

Microsoft Windows 7 SP1 (32-bit & 64-bit) | Microsoft Internet Explorer version 11
Microsoft Windows 8/8.1 (32-bit & 64-bit) | Mozilla Firefox version 54

Google Chrome version 59

Microsoft Windows 10 (64-bit) Microsoft Edge
Microsoft Internet Explorer version 11
Mozilla Firefox version 54

Google Chrome version 59

Linux CentOS 6.5 / 7 (32-bit & 64-bit) Mozilla Firefox version 54

Mac OS 10.11.1 Apple Safari version 9
Mozilla Firefox version 54

Google Chrome version 59

Apple i0S Apple Safari
Mozilla Firefox
Google Chrome

Android Mozilla Firefox
Google Chrome

-12-
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7.3 Explicit Web Proxy D 7S5y HHR—KMZDUL\T

FortiGate @ Explicit Proxy e FIH T 2O R — 7 7 U0 0—E T,

7T KT —2h

OS XN—T g v

Microsoft Edge Version 40
Microsoft Internet Explorer Version 11
Mozilla Firefox Version 53
Google Chrome Version 58
Apple Safari Version 10 (for Mac OS X)

o> Web 77 7 WITIE L < BERET % rIREMED & VW 773, Fortinet TIIHA— F S TWEEA,
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Citrix XenServer version 5.6 Service Pack 2
XenServer version 6.0 and later

Linux KVM RHEL 7.1/Ubuntu 12.04 and later
CentOS 6.4 (qemu 0.12.1) and later

Microsoft Hyper-V Server 2008 R2, 2012, 2012 R2

Open Source

XenServer version 3.4.3

XenServer version 4.1 and later

VMware

ESX versions 4.0 and 4.1
ESXi versions 4.0, 4.1, 5.0, 5.1, 5.5, 6.0, and 6.5
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Intel 82599
Intel X540
Intel X710/XL710
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