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1. [XCHIC

AR~ == 7 /WX FortiGate ® OS /N— 3 > Z¥ALIRHLN— 3 > D Ver6.0 Patch8 ~7 v 7' 7 L — K9 5%
DOEBFHIC OV TERBL TOET,

BARH 727 v 77 L— RFNEIZ DWW TIE, UTOFIEZEEZSRLIZE 0,
https://gold.nve.co.jp/document/fortinet/tech/tech doc/FortiGate 7~ 7 7' L — K FEE. pdf

> o
2. PYITHL—K/\R
BAEZFIAD OS N—2autko T, N—ar Ty 7 B BERICATO M BEN TS WET, Tt 7 v 77 L— KR
AV A Mol ZHEA—Y g NEDLEET L — RFEIEEZIT-o TL &V,

https://docs.fortinet.com/upgrade-tool
¥ FortiOS 5.2.9 LARTD OS o7 v 77 L— RTHB8%, — 529 FTTr v/ 7 L— REW,, 7Ty 77
L— KRR R—=T g T v 72 FEiL 1280,



https://gold.nvc.co.jp/document/fortinet/tech/tech_doc/FortiGateアップグレード手順書.pdf
https://docs.fortinet.com/upgrade-tool
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3. YA R—M g

FortiOS Ver6.0 Patch8 %78 —hL CW ORI FREOE T,

thans V) —X e
FortiGate FG-30D, FG-30D-POE, FG-30E, FG-30E_3G4G_INTL, FG-30E_3G4G_NAM, FG-50E, FG-

51E, FG-52E, FG-60D, FG-60D-POE, FG-60E, FG-60E-DSL, FG-60E-DSLJ, FG-60E-POE, FG-
61E, FG-70D, FG-70D-POE, FG-80D, FG-80E, FG-80E-POE, FG-81E, FG-81E-POE, FG-90D,
FG-90D-POE, FG-90E, FG-92D, FG-94D-POE, FG-98D-POE, FG-100D, FG-100E, FG-100EF,
FG-101E, FG-140D, FG-140D-POE, FG-140E, FG-140E-POE, FG- 200D, FG-200D-POE, FG-
200E, FG-201E, FG-240D, FG-240D-POE, FG-280D-POE, FG-300D, FG-300E, FG-301E, FG-
400D, FG-400E, FG-401E, FG-500D, FG-500E, FG-501E, FG-600D, FG-600E, FG-601E, FG-
800D, FG-900D, FG-1000D, FG-1200D, FG-1500D, FG-1500DT, FG-2000E, FG-2500E, FG-
3000D, FG-3100D, FG-3200D, FG-3400E, FG-3401E, FG3600E, FG-3601E, FG-3700D, FG-
3800D, FG-3810D, FG-3815D, FG-3960E, FG-3980E, FG-5001D, FG-5001E, FG-5001E1
FortiWiFi FWF-30D, FWF-30D-POE, FWF-30E, FWF-30E_3G4G INTL, FWF-30E 3G4G NAM,
FWF-50E, FWF-50E-2R, FWF-51E, FWF-60D, FWF-60D-POE, FWF-60E, FWF-60E-DSL,
FWF-60E-DSLJ, FWF-61E, FWF-90D, FWF-90D-POE, FWF-92D

FortiGate Rugged | FGR-30D, FGR-35D, FGR-60D, FGR-90D

FortiGate VM FG-SVM, FG-VM64, FG-VM64-ALI, FG-VM64-ALIONDEMAND, FG-VM64-AWS,
FG-VM64-AWSONDEMAND, FG-VM64-HV, FG-VM64-KVM, FG-VMX, FG-VM64-XEN,
FG-VM64-GCP, FG-VM64-OPC, FG-VM64-GCPONDEMAND
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3.1 Special branch supported models

UFOET VI, FortiOS 6.0.8 DFFHI7 T FTY V—ZAINTWET, ELWVELRFEZFATINTND D
L xR T D12, CLI =~ K lget system status| #3547 L T, Branch point 7 ¢t —/L KiZ 0302 2357~
SNTNLZ xR LET,

BEE L R
FG-30E-MG build 5419.
FG-60F build 6575.
FG-61F build 6575.
FG-100F build 6575.
FG-101F build 6575.
FG-1100E build 6553.
FG-1101E build 6553.
FG-2200E build 6587.
FG-2201E build 6587.
FG-3300E build 6587.
FG-3301E build 6587.
FG-VM64-AZURE build 5420.
FG-VM64-AZUREONDEMAND build 5420.
FG-VM64-RAXONDEMAND build 8569.
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4. 7T L—FEEEE

4.1 WAN optimization and web caching functions

WAN kB L ONWeb & v v ¥ 2 BGEIX, T 4 A7 A XNRRENTWAS728, FortiOS 6.0.0 7> 5 60D
BLOIYD vV —ADT T v b7 H—L6HIBRINE LT,

KR OBEZHIILL T D@y T3,

Mg ) — =X % Sikan
FortiGate 60D 3 U — X FGT-60D, FGT-60D-POE, FWF-60D, FWF-60D-POE
FortiGate 90D 3 J — X FGT-90D, FGT-90D-POE, FWF-90D, FWF-90D-POE, FGT-94D-POE

4.2 FortiGuard Security Rating Service

Fortinet Security Fabric #§fE %2 ZHIH STV A 5E. LT OEZEN Fabric D/V— b3 AL b L
Tk EREA, L0 BB NL— R T AL AL 725 2 L C, FortiGuard %= U7 4 L—7 4 > 7 —b
AEFHTHZEDRHKD LRV ET, CKET A& X)

e Y — =2 PSS
FortiGate Rugged > U — X FGR-30D-A, FGR-30D, FGR-35D, FGR-60D, FGR-90D
FortiGate ¥ J —X FGT-200D, FGT-200D-POE, FGT-240D, FGT-240D-POE, FGT-280D-POE, FGT-30D,

FGT-30D-POE, FGT-30E, FGT-30E-MI, FGT-30E-MN, FGT-50E, FGT-51E, FGT-52E,
FGT-60D, FGT-60D-POE, FGT-70D, FGT-70D-POE, FGT-90D, FGT-90D-POE, FGT-
94D-POE, FGT-98D-POE

FortiWiFi ' — % FWF-30D, FWF-30D-POE, FWF-30E, FWF-30E-MI, FWF-30E-MN, FWF-50E-2R,
FWF-50E, FWF-51E, FWF-60D, FWF-60D-POE, FWF-90D, FWF-90D-POE, FWF-
92D

4.3 Using FortiManager as a FortiGuard server

FortiManager % FortiGuard #— 3t L Cffif L. FortiManeger (2%} L CZ &8 2 H L7 WiGE,
HTTPS & AR— |k 8888 M+ 241 H Y £7, HTTPS & AR— k53 1T A —F I TWEHA,
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4.4 Built-in certificate

FortiGate 3 X O FortiWiFi ® D >V —XLL FiZiZ, DH Zv—7? 14 | 2048 t v FEHEBEZ {4 5
AZD Fortinet_Factory sEFHEN Z X\ E 97,

45 FortiGate and FortiWiFi—-92D hardware limitation

FortiWiFi-92D (HAKRIE 7R S) Tk, HA BIEOHEBICRIENH Y £7, DL FOBRENEELZ T £,
- PPPoE TOREDKI L, HA MBI U720

<IPv6 DXy 3Ry LTLE I,

« FortiSwitch 7 /34 A3 H S 720,

Ry FU—7 RO DIC Lo TiE, STP(R =2 7 ) YD JL— FNFE A+ B A REME N B 5,

46 FG-900D and FG-1000D

FortiGate-900D(H AA%58) 5 L I8 FortiGate-1000D TiX. H# D NP6 OF v 7N &#k STV ET 3,
HERETID T 7 4w 73R 72 D856, CAPWAP N7 7 4 v 7 OA 70— RPEj TE A,
AN EHIMIE T NP6 “C“%fiéh“(b\é%/a\ F7a—REInEd,

F"'F“"m 54 L LLL LT LY CLLL L

X X
LLL L.[ II . .
A AL

fr‘;;u@@lﬁ

o o

i |
FortiASIC FortiAsIC
NP6 NP6
I Syatarm Bus I

i
—_

FortiGate-1000D @ SPU B {&
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47 FortiClient (Mac OS X) SSL VPN requirements

Mac OS X 10.8 T SSL VPN Zffi f]4 2% & &%, FortiOS T SSLv3 Z AT 2 MENH D £,

4.8 FortiClient profile changes

Fortinet b2 U7 4 777V w7 DEATHZ 2LV, FortiClient 7' 12 7 7 A /L% FortiGate Tﬁ%ﬁéi’b

5 X 912720 £9, FortiClient 7’7 7 7 A /L & FortiGate IZHAFE., =2 RARA » bar 7 T4 7 A EIE

HAENTEDY ., FortiClient Enterprise Management Server (EMS) |3 FortiClient Ofdfi & 7 vy a =
WS ET,

FortiGate @ FortiClient 72 7 7 A )LiX, 7o F AL A Web 7 4 /L&, WedtEAx v, 77U r—3 3

YITAT U F—NIRE AT T4 T o AIZEET 5 FortiClient #6858 T,

I B OHEEIX. Non-Compliance Action % /& % Block 7213 Warn (3 ETDH Z ENTEE T,

FortiClient = —#—{%, FortiGate D> 7T A4 7 > AFEHEZ 7= L O ITHEZ = — W VICETE CTX £7,

FortiClient EMS ZfiH L CT= > RARA » FAEHFRIZ T oY a =0 73526 T&EE3, EMS I,

VPN kR ARZDOMDGEEIRA T a g EOBIEREO Y R— P bEENTVET,

M. FortiOS N K7 w7 - X2 074070774V ESBL TN,

4.9 Use of dedicated management interfaces (mgmtl and mgmt2)

WE R ZENEE R DToOIL, BN 7 0 v 7 HEAOEHAR—F (mgmtl BX P mgmt2) ZEHLTES
VW D NI T g4 ZBRETEBAR— FEEH LRNTEE N,

4.10 Using FortiAnalyzer units running older versions

FortiOS 6.0 Patch8 & FortiAnalyzer @ 5.6.5 LA T % 7213 FortiAnalyzer 6.0.0~6.0.2 # ZH|H I T\ 55
G, 200 Ei< By v a bk Y & FortiAnalyzer & OHARIER X OV v v a VOB AT D EL1 MW
HINTBY £,

IEfE7 B %45 572 DI121%, FortiAnalyzer # i/ N—Y a T v 77 L— RS MENR TS W ET,
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4.11 Changes in default behavior

FortiOS6.00 C7 7 AT U4+ — LAY —D SNAT OF 7 /)L FOEMWENEFINFE L=, LN, BFR
#% @ SNAT DOEED b T4,

W2 i(FortiOS 5.6 LLAT)
NAT #I##11% Firewall 78 U & — DO EIZEAF L £,
- Central-NAT NEZNZ 72 > TWBEE . NAT OFIEILZ 7 7 A4 7 74— KU o —I2 k> THRESNET,
- Central-NAT NAZN D6, LLFD/ARZ =123 bivkd,
77 AT U —)R ) —TNAT BEMTe > T DE5E
FortiGate IZ Central-NAT 7 — 7 L &fEB L. — T 555613 Central NAT 7 — 7 /WZH/EVE T,
Central-NAT 7— 7 /W2 —# L7254, FortiGate 131 > % 7 = —AD IP T NAT #17\FE7,
77 AT Ur =R Y —TNAT BRI 72 o T B A, NAT TR TS EE A,

B2 F % (FortiOS 6.0.0)
Central-NAT OF%EDBHNZ /> T DA, NAT O EIT Firewall 8 U & —225 Central-NAT 7 — 7 /L~
BEISNET,
- Central-NAT 7MEZNIZ 72 > TS Y6E . NAT OBEIEX 7 7 A4 7 04— AR Y =l Lo TRIESNET,
- Central-NAT 2 HENZ72 > TWDGE, NAT OREN T 7 A4 7 U 4 — AR Y —TIERETEEEA,
NAT O #EifEIZ 3~ T Central NAT 7 —7 /L TIREINE T,
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5. 7v745L—KIZEALT

5.1 Upgrading to FortiOS 6.0.8

FortiOS 6.0 Patch8 |27 v 7'/ L— R 5B%IX, 7 v 77 L—RNRRf-TT v I 7 L— REfToTLEE
(A

77— KT AEINC, A— b 4433 7% admin-port £72/% admin-sport GXET AT A7 v — VL), i
IZ SSL VPN (G%/E vpn ssl 5 EN) IZHEH I N TV RN E 2R L T,

R—F 4433 ZEH L TWAEEIX. 7 v 727 L— K9 5HI1IC admin-port, admin-sport, F72(% SSL VPN 7~
— FNERDOR— FNEFICERT HMERNH Y £7,

MR —T 90 562F7135.6.3006T7 v L —RNTAEE. ZoOFEITEINEY AL

5.2 FortiGuard protocol and port number

FortiOS 6.0.8 TlIMeFat: TCVE-2018-9195) Zxt4 A2V —2 77 7 K& LT FortiGate == k &
FortiGuard O] TR INA 70 ha v ZHH L E Lz, FHUTEV, FortiOS 6.0.8 LARTDO/S— g Uk
T w7 L— R LTESA. FortiGuard ~OEFIZHEHT 270 ha L biR— & FEITERTAIMLENHD £
7,

config system fortiguard
set protocol https
set port 8888

end

728, FortiOS 6.0.8 T LIGHMEFREICU By 95L&, T 74/ b® FortiGuard i €2 EFL O E (7 'm
k=)L HTTPS B L OVR— b 8888) ICEH SN £,
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5.3 Physical interface inclusion in zones

FortiOS 5.6.3 LIBED OS Mo T v 7L —KR45E, V=B A L 2T 2 —ARGENTWDEND, £D
WA 2 7 2 —ADVLAN A X 72— A0V EH 1 DU EGENTWEEA, £DY —2 DT _XTD
A UN—RHIBEENE T,

W7 77— KAl
config system zone
edit "Trust"
set interface "port1" "Vlan01" "Vlan02" "Vlan03"

next

By 7 L— R
config system zone
edit "Trust"

next

Zone DFXENG Tportl] ZHIFRT D&, 7 v 77 L— F% S VLAN OENHERF SNVE T,
HIFR X256, B Zone DREEIT o TL7Z&E WY,

54 Security Fabric upgrade

Fortinet Security Fabric Z# L T\ 556, LLFO OS 3R — bxfG &7 4,

P oS
FortiAnalyzer FortiAnalyzer 6.0.0
FortiClient FortiClient 6.0.0
FortiClient EMS FortiClient EMS 6.0.0
FortiAP FortiAP 5.4.4 LAF%
FortiSwitch FortiSwitch 3.6.4 LLF%
X Security Fabric #pkiis, 7 v 77 L — RIZIFEFR ZSWES, LUFO URL 2 TS 72 &0,

https://docs.fortinet.com/document/fortigate/6.0.6/security-fabric-upgrade-guide

XAEELD FortiGate T Security Fabric i SV CTWAGE, 777 U v Z7NDOTXTD FortiGate 7 731 A%
[l —Tod HMEEN TS VET,

$%2019/12/03 BIE FortiOS 6.0.7. 6.0.8 @ [Security Fabric Upgrade Guide] 1ZAB SN TEY FHA, W
FICRERAERFZTEVEEADOT, BFRFATIL6.0.6 DER 2 ZTEZMITEE 0,



https://docs.fortinet.com/document/fortigate/6.0.6/security-fabric-upgrade-guide

v BREHRYFI—71a—avRRY
N c NETWORK VALUE COMPONENTS

9.5 Minimum version of TLS services automatically changed

X2 VT 4 &R ESED72DI1Z, FortiOS 6.0.8 |3 ssl-min-proto-version 473 = > (config system

global) Z{#H L T, FortiGate &% — K/X—7 ¢ @ SSL 5 X O TLS ¥— & X[ D@3 12 H S5 ic/)s SSL
Ta hanSs—=a CEGET 5L 0 RoTEY £,

FortiOS 6.0.7 LARRIZ T » 77 L— R L7236, 7 7 4 /v F® ssl-min-proto-version 47+ 3 /X TLS v1.2 |T
™Y ET,

UFDSSLBEIOTLS —t &%, 774/ e LTTLSv12 ZEHT 57217 0 — LR EE ik L £
T, ZHHOBEILEBIOKE T EEZAEETT,

+ Email server (config system email-server)

- Certificate (config vpn certificate setting)

« FortiSandbox (config system fortisandbox)

« FortiGuard (config log fortiguard setting)

« FortiAnalyzer (config log fortianalyzer setting)
+ LDAP server (config user ldap)

« POPS3 server (config user pop3)

5.6 Downgrading to previous firmware versions

FortiOS 6.0 Patch8 L VRN T 7 — AT 2T N_N—=Va LIZHA T T L—RTH L, TXTOET L TRENRK
PIET, LUFOREOHREFSNET,

+ operation mode

- interface IP/management IP

+ static route table

+ DNS settings

+ VDOM parameters/settings

+ admin user account

+ session helpers

+ system access profiles

FEWVDOM AN HAHEEIE, F 7 7 L— FEICEW VDOM 4 (k11 0F) 28 THO0LERH Y £
B

-10-
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6. & Fortinet B /&N HR—MZDUVT

6.1 FortiAnalyzer

FortiAnalyzer& FortiOSO AHMEIZHOWTIL, Fro_X— VI FE RN SWET,
https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/ea69b693-91cb-11e8-a49a-
00505692583a/fortianalyzer-compatibility - caveats.pdf

*FortiGate D7 >~ 7' L —RHilZ FortiAnalyzer 7 v 77 L —REZ{THOMIENTINET,

6.2 FortiManager

FortiManager:FortiOS?D HH#ME I OW T, FroR— I HiE RN S nET,
https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/171deb22-91cc-11e8-a49a-
00505692583a/fortimanager-compatibility - caveats.pdf

#FortiGate D7 v 77 L —KHiZ FortiManager O 7 7 7 L —R &) MENRHVET,

6.3 FortiClient

FortiClient & FortiOS @ E#at 13 LL F D@ Y T4,

77y R T+ —A OS N—v =
FortiClient for Windows FortiClient 6.0.0
FortiClient for MacOS X FortiClient 5.6.0 LA
FortiClient for Linux FortiClient 5.4.2 LA
FortiClient for iOS FortiClient 5.6.0 LA
FortiClient for Android and VPN Android FortiClient 5.4.2 LA

*FortiOS VY J — 2K CTOFEEH T DT, FortiClient @ Release Notes & T IR 7230,

6.4 FortiSwitch

FortiSwitch (FortiLink &— K) & FortiOS @ H#uE|ILL Fom by ¢4,

7Ty N7 — A OS X—V g v

FortiSwitch (FortiLink) 3.64 LI

KFortiOS 'V J — 2K CTOEE#R TT DT, FortiSwitch @ Release Notes b &4 T IR 723V,

-11-


https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/ea69b693-91cb-11e8-a49a-00505692583a/fortianalyzer-compatibility_-_caveats.pdf
https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/ea69b693-91cb-11e8-a49a-00505692583a/fortianalyzer-compatibility_-_caveats.pdf
https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/171deb22-91cc-11e8-a49a-00505692583a/fortimanager-compatibility_-_caveats.pdf
https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/171deb22-91cc-11e8-a49a-00505692583a/fortimanager-compatibility_-_caveats.pdf
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6.5 FortiAP/FortiAP—S

FortiAP 3 X O FortiAP-S & FortiOS @ HHMEIZLL T D@y ¢,

7Ty N7 F—2Ih OS X—T g v
542 LI
FortiAP
5.6.0 DI
543 LI¥
FortiAP-S
5.6.0 LI

¥ FortiOS @V V) — AW S TOIE#HR TT DT, FortiAP/FortiAP-S @ Release Notes b &8 T IR 17 &
/AN

6.6 FortiSandbox

FortiSandbox & FortiOS & EHaEIZLL Fom@E Y T4,

7Ty KT —2h OS X—T g v

FortiSandbox 233 LI

*FortiOS DU J — 2L CTOEHR TT DT, FortiSandbox @ Release Notes &5 o8 T IR 72XV,

-12-
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7.1 3 Web TS5V HITDOT

FortiGate @ WebUI % FE/RT HBEOHELET T ¥ L 720 97,

AN SN

OS X"—T g v

Microsoft Edge Version 41
Mozilla Firefox Version 59
Google Chrome Version 65

Apple Safari

Version 9.1 (for Mac OS X)

o> Web 77 713 IE L #RET 2 AlREMED & W £33, Fortinet TV A — F I TV EH A,

7.2 SSL-VPN (Web E—R)DHR—KFZDULVT

FortiGate @ SSL-VPN(Web £ — R) CHR—hENTWET T 7HFD—ETT,

AN e N

TP NR—=T g

Microsoft Windows 7 SP1 (32-bit & 64-bit)

Mozilla Firefox version 61

Google Chrome version 68

Microsoft Windows 10 (64-bit)

Microsoft Edge
Mozilla Firefox version 61

Google Chrome version 68

Linux CentOS 6.5/ 7 (32-bit & 64-bit)

Mozilla Firefox version 54

Mac OS EI Capitan 10.11.1

Apple Safari version 11
Mozilla Firefox version 61

Google Chrome version 68

Apple i0S Apple Safari
Mozilla Firefox
Google Chrome

Android Mozilla Firefox

Google Chrome
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Microsoft Edge Version 41

Microsoft Internet Explorer Version 11

Mozilla Firefox Version 59

Google Chrome Version 65

Apple Safari Version 9.1 (for Mac OS X)
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74 VM F5YhTH—L

FortiGate-VM OENMER[RE/R 7T v b 7 —L L0 9,

7oy b T —h TITUYNR—T g

Citrix XenServer version 5.6 Service Pack 2

XenServer version 6.0 and later

Linux KVM RHEL 7.1/Ubuntu 12.04 and later

CentOS 6.4 (qgemu 0.12.1) and later
Microsoft Hyper-V Server 2008 R2, 2012, 2012 R2, 2016
Open Source XenServer version 3.4.3

XenServer version 4.1 and later

VMware ESX versions 4.0 and 4.1

ESXi versions 4.0, 4.1,5.0, 5.1, 5.5, 6.0, and 6.5
VM Series - SR-IOV Intel 82599
(A= SNDNICOF v 7w I Intel X540

Intel X710/XL710
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