
 

 

 

 

 

 

 

 

 

 

 

 

 

 

FortiGateFortiGateFortiGateFortiGateࡢࡢࡢࡢ᝟ሗྲྀᚓ᝟ሗྲྀᚓ᝟ሗྲྀᚓ᝟ሗྲྀᚓ    

FortiOS v2.80FortiOS v2.80FortiOS v2.80FortiOS v2.80⏝⏝⏝⏝    
 

௨ୗࡢ᝟ሗࢆᘢ♫ᐄ࡟㏦௜ࠋ࠸ࡉࡔࡃ 

 ࠋࡍࡲࡋ⮴ࢆゎᯒࠊཎᅉ㏣ồࡾ㏦࡬࣮࣓࢝ࢆ᝟ሗࡢࡽࢀࡇ



㸯㸯㸯㸯㸬㸬㸬㸬ᇶᮏᇶᮏᇶᮏᇶᮏࢫࢱ࣮ࢸࢫࢫࢱ࣮ࢸࢫࢫࢱ࣮ࢸࢫࢫࢱ࣮ࢸࢫ    

࣭࣭࣭࣭ၥၥၥၥࡏࢃࡏࢃࡏࢃࡏࢃྜྜྜྜ࠸࠸࠸࠸ᑐ㇟ᑐ㇟ᑐ㇟ᑐ㇟ࡢࡢࡢࡢ≧ἣ≧ἣ≧ἣ≧ἣࢡ࣮࣡ࢺࢵࢿࢡ࣮࣡ࢺࢵࢿࢡ࣮࣡ࢺࢵࢿࢡ࣮࣡ࢺࢵࢿࡸࡸࡸࡸᵓᡂᅗᵓᡂᅗᵓᡂᅗᵓᡂᅗ    

    㞀ᐖⓎ⏕᪥᫬ 

 IPࡸࢫࣞࢻ࢔ᶵჾᵓᡂࡿ࠿ࢃࡀ࡝࡞ࢫ࣮࢙ࣇ࣮ࢱࣥ࢖ࠊ඲యᅗࢆ㏦௜ࠋ࠸ࡉࡔࡃ 

 ෌⌧ᡭ㡰㸦ࡣࡎࡲᚚ♫࡛ࡈ☜ㄆࡿ࠸࡚࠸ࡔࡓ࠸⠊ᅖ࡛࠾㢪ࠋࡍࡲࡋ࠸㸧 

 

࣭࣭࣭࣭LogLogLogLogྲྀࡢࡢࡢࡢᚓྲྀᚓྲྀᚓྲྀᚓ (ࣟࢢタᐃྲྀࡾࡼ࡟ᚓ࡛ྍ࠸࡞ࡁ⬟ᛶࠋࡍࡲ࠸ࡊࡈࡀ) 

 WebUIࡾࡼ 

 →[ࣗࢽ࣓]ࢫࢭࢡ࢔ࢢࣟ→[ࣗࢽ࣓]ࢺ࣮࣏ࣜ&ࢢࣟ→[ࣗࢽ࣓]࣒ࢸࢫࢩ 

࡚࡟[ࣈࢱ㠃⏬]ࢢࣟࢡࢵ࢕ࣇࣛࢺ  TrafficLogྲྀࡢᚓ 

࡚࡟[ࣈࢱ㠃⏬]ࢺࣥ࣋࢖  EventLogྲྀࡢᚓ 

࡚࡟[ࣈࢱ㠃⏬]ࢡࢵࢱ࢔  AttackLogྲྀࡢᚓ 

࡚࡟[ࣈࢱ㠃⏬]ࢫࣝ࢕࢘ࢳࣥ࢔  Anti-virusLogྲྀࡢᚓ 

 ࠋࡍࡲࡋ࠸㢪࠾ࢆᚓྲྀ࠸⾜ࢆ”ኚ᥮࡟ࢱ࣮ࢹRaw “ࡣࢢࣟ ※ 

 ※ syslog࡛ྲྀᚓࡿ࠸࡚ࡋሙྜྲྀࡢࡽࡕࡑࡣᚓ࠾ࢆ㢪ࠋࡍࡲࡋ࠸ 

 ※ syslog࡛ྲྀᚓ࡛࠸࡞ࡁሙྜࡣ HDDࢆࢢࣟྛࡽ࠿ RAWྲྀ࡛ࢱ࣮ࢹᚓ࠾㢪ࠋࡍࡲࡋ࠸ 

 

࣭࣭࣭࣭ConfigConfigConfigConfigྲྀࡢࡢࡢࡢࣝ࢖࢓ࣇࣝ࢖࢓ࣇࣝ࢖࢓ࣇࣝ࢖࢓ࣇᚓྲྀᚓྲྀᚓྲྀᚓ    

WebUIࡾࡼ 

→[ࣉࢵ࢔ࢡࢵࣂ]→[タᐃ࣒ࢸࢫࢩ]→[᚟ඖ࡜ࣉࢵ࢔ࢡࢵࣂ]→[ࢫࣥࢼࢸ࣓ࣥ]→[࣒ࢸࢫࢩ]

࡚࡟ ࡿࡍࢻ࣮ࣟࣥ࢘ࢲࢆタᐃ࣒ࢸࢫࢩ→ࣉࢵ࢔ࢡࢵࣂタᐃタᐃタᐃタᐃ㸸࣒ࢸࢫࢩ࣒ࢸࢫࢩ࣒ࢸࢫࢩ࣒ࢸࢫࢩ Configྲྀࡢᚓ 

඲඲඲඲࡚ࡢ࡚ࡢ࡚ࡢ࡚ࡢタᐃタᐃタᐃタᐃࣝ࢖࢓ࣇࣝ࢖࢓ࣇࣝ࢖࢓ࣇࣝ࢖࢓ࣇ㸸ࣉࢵ࢔ࢡࢵࣂ→඲࡚ࡢタᐃ࡚࡟ ࡿࡍࣉࢵ࢔ࢡࢵࣂࢆࣝ࢖࢓ࣇ

Configྲྀࡢᚓ (ࡢࡇ᫬ࡣࢻ࣮࣡ࢫࣃᮍධຊ࡛࠾㢪ࡍࡲࡋ࠸) 

 



࣭࣭࣭࣭DebugDebugDebugDebugࣟྲྀࡢࡢࡢࡢࢢࣟࢢࣟࢢࣟࢢᚓྲྀᚓྲྀᚓྲྀᚓ    

 WebUIࡾࡼ 

 ࢸࢫࢩ→ࣉࢵ࢔ࢡࢵࣂ→[ࣈࢱ㠃⏬]ࢫࢱ࣮ࢸࢫ→[ࣗࢽ࣓]ࢫࢱ࣮ࢸࢫ→[ࣗࢽ࣓]࣒ࢸࢫࢩ 

࡚࡟ࢻ࣮ࣟࣥ࢘ࢲࡢࢢࣟࢢࢵࣂࢹ→[┠㡯]ࣉࢵ࢔ࢡࢵࣂタᐃ㸸࣒  Debugࣟྲྀࡢࢢᚓ 

  ※debug.logᩥࡵࡓࡢࢱ࣮ࢹࣜࢼ࢖ࣂࡣᏐ໬ࡀࡅⓎ⏕ࠊ࡟ࡵࡓ࠺⾜ࢆࢻ࣮ࢥࢹࠋࡍࡲࡋ 

ಖᏑ࡛ࠖ࡟ࣝ࢖࢓ࣇࢆ㇟ᑐ࡛ࢡࢵࣜࢡྑࠕࡃ࡞࡛ࢺࢫ࣮࣌&࣮ࣆࢥ    ྲྀᚓ࠾㢪ࠋࡍࡲࡋ࠸ 

 ࠋࡍࡲ࠸࡚ࡋኻᩋࡀሙྜྲྀᚓ࡞࠺ࡼࡢࡇ”debug[1].log ”ࡀྡࣝ࢖࢓ࣇ      

 ࠋࡍࡲࡋ࠸㢪࠾ᚓྲྀ࠺ࡼ࠸࡞࡛ࡀࡽࡕࡇ←[1]      

    HAHAHAHAᵓᡂᵓᡂᵓᡂᵓᡂࡢࡢࡢࡢሙྜሙྜሙྜሙྜࡣ࡟ࡣ࡟ࡣ࡟ࡣ࡟௨ୗ௨ୗ௨ୗ௨ୗࡢࡢࡢࡢሙᡤሙᡤሙᡤሙᡤྲྀࢆࢆࢆࢆࢢࣟࢡࢵࣂࢹࢢࣟࢡࢵࣂࢹࢢࣟࢡࢵࣂࢹࢢࣟࢡࢵࣂࢹࡾࡼࡾࡼࡾࡼࡾࡼᚓྲྀᚓྲྀᚓྲྀᚓࠋࠋࠋࠋࡍࡲࡋࡓ࠸ࡍࡲࡋࡓ࠸ࡍࡲࡋࡓ࠸ࡍࡲࡋࡓ࠸    

WebUIࣥ࢖ࢢࣟ࡟ᚋ 

System > Config > HA > Cluster Members(ࢡࢵࣜࢡࢆࣥࢱ࣎) > 

⏬㠃ྑࠗDownload Debug Log࠘ࡿ࠸࡚ࢀࡉ♧⾲ࢆ඲࡚ࣂ࣓࣮ࣥࢱࢫࣛࢡࡢศ 

 ࠋࡍࡲࡋ࠸㢪࠾ಖᏑ࡛ࠖྲྀᚓ࡟ࣝ࢖࢓ࣇࢆ㇟ᑐ࡛ࢡࢵࣜࢡྑࠕ



ḟḟḟḟࢆࢆࢆࢆࢻ࣐ࣥࢥࢻ࣐ࣥࢥࢻ࣐ࣥࢥࢻ࣐ࣥࢥࡢࡢࡢࡢ Console(Console(Console(Console(ࣝ࢔ࣜࢩࣝ࢔ࣜࢩࣝ࢔ࣜࢩࣝ࢔ࣜࢩ))))⤒⏤⤒⏤⤒⏤⤒⏤࡚࡟࡚࡟࡚࡟࡚࡟ᐇ⾜ᐇ⾜ᐇ⾜ᐇ⾜ྲྀࠊࠊࠊࠊᚓྲྀᚓྲྀᚓྲྀᚓࠋࠋࠋࠋ࠸ࡉࡔࡃ࡚ࡋ࠸ࡉࡔࡃ࡚ࡋ࠸ࡉࡔࡃ࡚ࡋ࠸ࡉࡔࡃ࡚ࡋ    

HA(෕㛗)ࢆ౑⏝ࡿ࠸࡚ࢀࡉሙྜࡣ඲࡚ࡢᶵჾྲྀࡽ࠿ᚓ㢪ࠋࡍࡲ࠸ 

*Activeᶵ࡞⬟ྍࡀࣥ࢖ࢢࣟࡳࡢ≧ែ࡛ࠊStandby ᶵࢆࣥ࢖ࢢࣟࡢ࡬ᐇ᪋ࡿࡍ᪉ἲࠋࡍࡲࡾ࡞࡟ 

# execute ha manage [?] ←ඛ࡛ࢻ࣐ࣥࢥ[㸽] ࢆ࣮࢟ධຊ࡜ࡿࡍ HA ࣓ࣥࡢ࣮ࣂ Index ࠋࡍࡲࢀࡉ♧⾲ࡀ 

 ࠋࡍࡲࡋࣥ࢖ࢢࣟ࡟ Standbyࠊࡋධຊࢆࢫࢡࢵࢹࣥ࢖ࡢ࣮ࣂ࣓ࣥࡓࢀࡉ♧⾲᫬ࡢࡇ

(౛) 

FG-01# execute ha manage 

<id> please input peer box index. 

<1> Subsidary unit FG100A390750xxxx 

FG-01# execute ha manage 1 

FG-02$ ←࡟ࢡ࣮࣐ࣝࢻ Standby ᶵࡤࢀࢀࡉ♧⾲ࡀྡࢺࢫ࣍ࡢᡂຌ࡛ࠋࡍ 

 

࣭࣭࣭࣭ྲྀᚓྲྀᚓྲྀᚓྲྀᚓࡓࡋࡓࡋࡓࡋࡓࡋ᫬㛫᫬㛫᫬㛫᫬㛫ࡢࡢࡢࡢ☜ㄆ☜ㄆ☜ㄆ☜ㄆ    

 # execute time 

 # execute date 

 

࣭࣭࣭࣭ྲྀᚓྲྀᚓྲྀᚓྲྀᚓࡓࡋࡓࡋࡓࡋࡓࡋ᫬㛫᫬㛫᫬㛫᫬㛫ࡢࡢࡢࡢ☜ㄆ☜ㄆ☜ㄆ☜ㄆ    

# show (Backupഃࡳࡢ) 

 

    ㄆ☜ㄆ☜ㄆ☜ㄆ☜ࡢࡢࡢࡢࢫࢱ࣮ࢸࢫࢫࢱ࣮ࢸࢫࢫࢱ࣮ࢸࢫࢫࢱ࣮ࢸࢫ࣭࣭࣭࣭

 # get system status 

 # get system global 

 

࣭࣭࣭࣭CPUCPUCPUCPU㈇Ⲵ⋡㈇Ⲵ⋡㈇Ⲵ⋡㈇Ⲵ⋡ࠊࠊࠊࠊMemoryMemoryMemoryMemory✵✵✵✵ࡁࡁࡁࡁᐜ㔞ᐜ㔞ᐜ㔞ᐜ㔞ࡢࡢࡢࡢ☜ㄆ☜ㄆ☜ㄆ☜ㄆ    

 # get system performance (஦㇟Ⓨ⏕୰ᩘᅇᐇ⾜࠸ࡉࡔࡃ) 

 # diagnose hardware sysinfo memory 

 # diagnose hardware sysinfo slab 

 

    ἣ≧ἣ≧ἣ≧ἣ≦ࡢࡢࡢࡢ࣮ࣥࣔࢹ࣮ࣥࣔࢹ࣮ࣥࣔࢹ࣮ࣥࣔࢹ࣭࣭࣭࣭

 # diagnose sys top㸦୍ᐃ᫬㛫࡛᭦᪂⾲♧㸧CTRL + C࡛ゎ㝖 

  ※஦㇟Ⓨ⏕୰⣙ 3ศᐇ⾜ࠋ࠸ࡉࡔࡃ 

  

࣭࣭࣭࣭System MonitorSystem MonitorSystem MonitorSystem Monitor    

 # diagnose sys matrix 

  ※1ศ㛫࡟ 1ᅇ⾜ྜࠊ࠸ィ 3ᅇᐇ⾜ࠋ࠸ࡉࡔࡃ࡚ࡋ 

 



࣭࣭࣭࣭NICNICNICNIC /  /  /  / Ethernetࡢࡢࡢࡢ≧ἣ≧ἣ≧ἣ≧ἣ    

    # diagnose netlink device list 

 # diagnose netlink interface list 

    # diagnose hardware deviceinfo nic [ྡࢫ࣮࢙ࣇ࣮ࢱࣥ࢖] 

 ࠋ࠸ࡉࡔࡃ࡚ࡋᚓྲྀࢆࢺ࣮࣏ࡢ࡚࡭ࡍ※  

 # get system interface 

 # get system interface [ྡࢫ࣮࢙ࣇ࣮ࢱࣥ࢖] 

 ࠋ࠸ࡉࡔࡃ࡚ࡋᚓྲྀࢆࢺ࣮࣏ࡢ࡚࡭ࡍ ※

 

    ᝟ሗ᝟ሗ᝟ሗ᝟ሗࣥࣙࢩࢵࢭࣥࣙࢩࢵࢭࣥࣙࢩࢵࢭࣥࣙࢩࢵࢭ /  /  /  / ࢢࣥ࢕ࢸ࣮ࣝࢢࣥ࢕ࢸ࣮ࣝࢢࣥ࢕ࢸ࣮ࣝࢢࣥ࢕ࢸ࣮࣭࣭࣭࣭ࣝ

 # diagnose netlink ip list 

 # diagnose netlink neighbor list 

 # get router info routing_table 

 # diagnose netlink route list 

 # diagnose sys session stat 

 # diagnose netlink brctl name host root.b 

 

࣭࣭࣭࣭HAHAHAHAࡢࡢࡢࡢタᐃタᐃタᐃタᐃືࠊࠊࠊࠊస≧ἣ➼ືస≧ἣ➼ືస≧ἣ➼ືస≧ἣ➼ࡢࡢࡢࡢ☜ㄆ☜ㄆ☜ㄆ☜ㄆ    

㸨HA౑⏝ࡿ࠸࡚ࡋሙྜྲྀᚓ㢪ࡍࡲ࠸    

# get system ha 

# diagnose sys ha ldb 

# diagnose sys ha mac 

# diagnose sys ha showcsum 

# diagnose sys ha stats 

# diagnose sys ha status 

# diagnose sys ha diffcsum (Backupഃࡳࡢ) 

# diagnose sys ha checksync (Backupഃࡳࡢ) 



        ᝟ሗ᝟ሗ᝟ሗ᝟ሗࢢࢵࣂࢹࢢࢵࣂࢹࢢࢵࣂࢹࢢࢵࣂࢹࠊࠊࠊࠊㄆ☜ㄆ☜ㄆ☜ㄆ☜ࡢࡢࡢࡢἣ≧ἣ≧ἣ≧ἣ≦ࠊࠊࠊࠊタᐃタᐃタᐃタᐃࢺ࣮ࢹࣉࢵ࢔ࣕࢳࢿࢢࢩࢺ࣮ࢹࣉࢵ࢔ࣕࢳࢿࢢࢩࢺ࣮ࢹࣉࢵ࢔ࣕࢳࢿࢢࢩࢺ࣮ࢹࣉࢵ࢔ࣕࢳࢿࢢࢩ ࣭

㸨ࣛࢆࢫࣥࢭ࢖౑⏝ࡿ࠸࡚ࡋሙྜྲྀᚓ㢪ࡍࡲ࠸ 

# diagnose sys autoupdate status  

# diagnose sys autoupdate versions  

# diagnose test update info 

 

࣭࣭࣭࣭FortiFortiFortiFortiguardguardguardguard Webfilter AntiSpam Webfilter AntiSpam Webfilter AntiSpam Webfilter AntiSpam᝟᝟᝟᝟ሗሗሗሗ    

㸨ࣛࢆࢫࣥࢭ࢖౑⏝ࡿ࠸࡚ࡋሙྜ࣮ࢱࢫ࣐ഃྲྀࡳࡢᚓ㢪ࡍࡲ࠸ 

# diagnose spamfilter fortishield statistics list 

# diagnose debug rating 

# diagnose webfilter catblock statistics list 

# execute ping update.fortiguard.net 

# execute ping antispam.fortiguard.net 

# execute ping webfilter.fortiguard.net 

# execute ping www.fortinet.com 

 

ࡿࡡ࠿ࡁ࡛࠼⟆࠾࡚࠸ࡘ࡟ෆᐜࡵࡓࡿࢀࡲྵࡶࢻ࣐ࣥࢥデ᩿࣮࣓࢝ࡣ࡚ࡗࡼ࡟ࢻ࣐ࣥࢥ*

ሙྜࠊ࡜ࡇࡿ࠶ࡀணࡈࡵ஢ᢎࠋ࠸ࡉࡔࡃ 


